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NetSPI Overview

Your Proactive Security Partner

The most trusted products, services, and brands are secured by NetSPI

Traditional security methods can’t keep up with the increase in vulnerabilities fueled by siloed technology and reliance on cloud
and third-party software. Continuous monitoring is now essential to prioritize the influx of threats today. NetSPI simplifies this
new approach by offering a single integrated platform for continuous threat exposure management (CTEM).

Security teams trust us for our expert-driven approach, advanced technology, and focus on what matters most to our
customers and their business.

Here's what sets us apart:

* Proactive Security and Continuous Monitoring: We empower organizations to continuously uncover, manage,
and mitigate vulnerabilities, ensuring proactive defense against emerging risks.

= Deep Expertise in Testing: Customers trust us for our specialized cybersecurity skills in areas like red teaming,
cloud security, AI/ML, LLM benchmarking, and more.

= Unified Technologies in One Platform: The NetSPI Platform offers cross-functional use cases, giving leaders a streamlined
solution that provides greater assurance of security posture while enabling actionable insights for addressing risks.

The NetSPI Platform

Streamline visibility and prioritization of assets, vulnerabilities, and exposures

The NetSPI Platform enables CTEM programs through an
integrated SaaS solution. It features NetSPI's Penetration
Testing as a Service, External Attack Surface Management,
Cyber Asset Attack Surface Management, and Breach

and Attack Simulation all in a single interface. The Platform
enables you to establish an accurate asset inventory, identify
your exposures, evaluate and prioritize risks, manage your
vulnerabilities, validate your security controls — and repeat
to proactively improve your cybersecurity stance. With The
Platform and NetSPI's security experts by your side, you can
confidently embrace rapid innovation while safeguarding the
customer trust you've diligently built.

Why Partner with NetSPI

= 300+ in-house security experts
= Rigorous methodology and consistent testing results
= Highly skilled deep bench with vast domain expertise

_ 100  of the Fortune 500 21 Completed

* Programmatic approach with strategic guidance engagements

= White-glove customer support and advisory programs
= Dedicated client delivery management team 9I1 0 Top U.S. banks 4M Assets tested

Technology 3 I 5 Largestglobal 1.5M Lu;r::::ilities

healthcare companies
= Deep visibility and detailed risk assessment
= Continuous testing and improvement 3,3

= Consistency, quality, and result transparency Largest cloud providers
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The NetSPI Platform and Solutions

Penetration Testing as a Service (PTaaS)

= Expert-delivered pentesting with real-time,
in-platform reporting

= Decrease detection and remediation time
= Easily integrate with ticketing systems
= Meet compliance needs

Breach and Attack Simulation (BAS)

= Validate security control detection efficacy

= Simulate real-world attacker behaviors

= Fine-tune security controls and optimize

security stack

= Strengthen ransomware prevention defenses

NetSPI PTaaS
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Cyber Asset Attack Surface
Management (CAASM)

* Total internal asset visibility and
contextualization

Real-time centralized risk and
vulnerability mapping

Visualize impact with blast radius

External Attack Surface
Management (EASM)

* Always-on external asset discovery

and monitoring

= Eliminate noise with validation and prioritization

= Deep context with potential attack

path scenarios

Expert-driven, high-quality testing scaled to your needs

APPLICATION
PENTESTING

= Web Application
* Mobile Application
= Thick Application
= Virtual Application
= API

AI/ML PENTESTING
= LLM Web App

= LLM Benchmark/
Jailbreak

SAAS SECURITY
ASSESSMENT

= Microsoft 365
= Salesforce

NETWORK
PENTESTING

= Internal Network
= External Network
= Wireless Network
* Host-Based

* Mainframe

HARDWARE &
INTEGRATED SYSTEMS

= Tol/OT

= ATM

= Automotive

® Medical Device
= Embedded

RED TEAM

= Assumed Breach

= Scenario Based Testing
= Black Box

= Threat Intel Led (DORA)

Your Proactive Security Partner

CLOUD
PENTESTING

= AWS

= Azure

= Google Cloud
= Kubernetes

BLOCKCHAIN
PENTESTING

* Smart Contract Audit
* Infrastructure Test
» Web Application Test

THREAT MODELING

= STRIDE, PASTA,
and Proprietary

SOCIAL ENGINEERING
= Phishing

= Vishing

= Physical Pentest

= On-Site Assessment

SECURE CODE REVIEW
= SAST & SCR
= SAST Triaging

CYBERSECURITY
MATURITY ASSESSMENT

= Security Program Advisory
= Incident Response
= Benchmarking

NetSPI is the proactive security solution used to discover, prioritize, and remediate security vulnerabilities of the highest importance.
NetSPI helps its customers protect what matters most by leveraging dedicated security experts and advanced technology, including
Penetration Testing as a Service (PTaaS), External Attack Surface Management (EASM), Cyber Asset Attack Surface Management (CAASM),
and Breach and Attack Simulation (BAS).

www.netspi.com
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