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Request for Proposal for Penetration Testing
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RFP BACKGROUND

COMPANY BACKGROUND 

Provide a summary of your company.

PROJECT OVERVIEW

Provide a project overview and describe the services you are requesting. Or use the template below:
We intend to select a vendor best suited to conduct the following penetration testing services:

	Service
	Scope

	
	

	
	

	
	



[bookmark: _Toc113442810]PROJECT OBJECTIVES
Define your project objectives. Some questions to consider:
· How do you intend to use the pentest results (allows vendors to understand the depth of the service you are requesting and what methodology can be used to achieve that)?
· The purpose of the service (e.g., compliance requirements, internal purpose, a third-party, etc.)

PROPOSAL DUE DATE

State your RFP due date.

CONDITIONS AND DISCLAIMERS

List any conditions and disclaimers relevant to your company that vendors need to know. 

SELECTION CRITERIA

State your selection criteria. Here are some examples:
· Pricing of the services to be provided
· Quality and reputation of the services to be provided
· Responsiveness in resolving issues
· Financial soundness
· [bookmark: _Toc113442814]Ability to perform the assessment within the project timeline



SELECTION TIMELINE

Provide the following information so vendors are aware of important dates and deadlines.
The timeline for this project is listed below. Times and activities are subject to change depending on project priorities and other factors.

	RFP Issue Date
	

	Email/Conference Call to Discuss Questions
	

	RFP Responses Due
	

	Proposal Due Date
	

	RFP Proposal Presentations 
	

	Final Selection
	

	Project Timeline
	



[bookmark: _Toc113442815]SUBMISSION INSTRUCTIONS
Provide details regarding how you want the RFP to be submitted (e.g., all responses must be in Microsoft Word, Excel, PDFs are acceptable, submission portal details, etc.).

	



[bookmark: _Toc113442816]


VENDOR RESPONSE: 


The submitted proposal includes the following sections:
· Executive Summary
· Recommended Services
· Pricing Summary
· Vendor Questionnaire
· Information Security Questionnaire
· Appendix: Additional Documentation

EXECUTIVE SUMMARY

Please provide an overview of the service(s) you will provide.

	










[bookmark: _Toc113442818]RECOMMENDED SERVICES
Provide a detailed scope of work to meet the objectives of the project, including:
· The recommended service(s)
· Your methodology
· A description of the deliverables

	










[bookmark: _Toc113442819]PRICING SUMMARY
Please provide pricing estimates for your recommended services.

	Name of Service
	Scope and Assumptions
	Price Estimate
	Estimated Start Date

	
	
	
	

	
	
	
	





Please provide any additional costs to perform the above services (e.g., travel and related expenses).

	





What is your process for issuing change orders for unexpected out-of-scope adjustments?

	



VENDOR QUESTIONNAIRE

Describe your company and the services you provide, including how your services are comparable to those we are requesting. Include details about what differentiates your company, services, or models.

	












Please complete the following questionnaire.
	
	Company Name
	

	Address
	

	Phone Number
	

	Email Address
	

	Company Website
	

	Age of Company
	

	Size of Company
	

	Year of incorporation
	

	Current relationship with our company
	

	Point of contact for the project
	

	Have you defaulted on a contract, been sued, filed for bankruptcy, or have any outstanding lawsuits?
	


[bookmark: _Toc113442821]

INFORMATION SECURITY QUESTIONNAIRE

What is your company policy for performing screening and background checks on employees to ensure that none of the people hired pose an information security threat? Please describe below.

	









Do you provide a training program that trains employees on the privacy, security policies, and procedures necessary to meet the obligations of this project? Please describe below.

	








Will your company protect and store our data at rest and in transit? What encryption capabilities are available to protect our data?

	








How and when is our data purged from your systems? Will you be able to provide a purge audit report when requested?

	








[bookmark: _Toc113442822]

THIRD-PARTY ENGAGEMENT 
Will you be working with third-party vendors?		Yes   /   No

If yes, please ensure your vendor completes the vendor questionnaire above and attach it to the appendix. List all third-party vendors and disclose your relationship below.

	








Do you have security and privacy policies in place?		Yes   /   No

Explain your process for safe handling of our company’s data before and after the project.
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APPENDIX: ADDITIONAL DOCUMENTATION


Please provide the following documents as part of the RFP submission process. Add attachments as necessary.

[bookmark: _Toc113442824]REFERENCES
Please provide 3-4 references for which you have provided similar services.

	Company
	

	Date of service provided
	

	Description of service provided
	

	Contact Name and Title
	

	Email and phone number
	



	Company
	

	Date of service provided
	

	Description of service provided
	

	Contact Name and Title
	

	Email and phone number
	



	Company
	

	Date of service provided
	

	Description of service provided
	

	Contact Name and Title
	

	Email and phone number
	



	Company
	

	Date of service provided
	

	Description of service provided
	

	Contact Name and Title
	

	Email and phone number
	



[bookmark: _Toc113442825]COMPANY ORG CHART
Please include an organizational chart of your company. Include any qualifications relevant to the staff assigned to this project and provide a biography of each staff member.

[bookmark: _Toc113442826]PROOF OF CERTIFICATE OF INSURANCE 
Please provide a copy of your latest Certificate of Insurance. 

[bookmark: _Toc113442827]LATEST FINANCIAL STATEMENTS
Please provide a copy of your latest financial statements. 

[bookmark: _Toc113442828]BUSINESS CONTINUITY PLAN
Please provide a copy of your business continuity plan.

[bookmark: _Toc113442829]LETTERS OF ATTESTATION OR COMPLIANCE CERTIFICATION REPORT 
Please provide any Letters of Attestation or compliance certification report (SSAE SOC2 Type or an equivalent third-party (ISO 27000 series, PCI, HIPAA, etc.) audit/assessments) covering the systems and services provided.



Currently on the search for a penetration testing partner? Consider NetSPI.
Contact us: www.netspi.com/contact-us.









ABOUT NETSPI
NetSPI is the proactive security solution used to discover, prioritize, and remediate security vulnerabilities of the highest importance, so businesses can protect what matters most. We exist to secure the most trusted brands on Earth through Penetration Testing as a Service (PTaaS), Attack Surface Management (ASM), and Breach and Attack Simulation (BAS). 

Leveraging a unique combination of advanced technology, intelligent process, and dedicated security experts, NetSPI brings a proactive approach to cybersecurity with more clarity, speed, and scale than ever before. In other words, we go beyond for our customers so they can go beyond for theirs.
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